WHY INCLUDE PRINTERS IN
YOUR SECURITY STRATEGY?

Networked printers still rate pretty low on most
organizations’ list of security concerns—but they
should rank as high as other endpoints. Read on

to learn the results of a recent Spiceworks survey of
more than 300 IT professionals regarding network
security and the part printers play in overall risk.
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PRINTER SECURITY
IS CURRENTLY AN AFTERTHOUGHT

Our survey shows printers are not high on IT professionals’ security radar.
How “not high?”

Just 167% of respondents think printers Just 417, use network
are at high risk of a security breach. security on printers.

There’s also a wide disparity when it comes to endpoint security...

OVERALL ENDPOINT SECURITY DEPLOYMENT

PCs Mobile devices Printers

PRINTERS LAG BEHIND EVERY ENDPOINT SECURITY
CONTROL SURVEYED.
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PRINTER THREATS ARE REAL

Most respondents have had network security breaches in the past year:
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TOP 3 EXTERNAL IT SECURITY THREATS/BREACHES EXPERIENCED
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THREATS COMING IN VIA PRINTERS ARE ON THE RISE,

With a single unsecured printer, an entire
network of connected devices could
be vulnerable to attack.
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TOP 3 IMPACTS OF SECURITY BREACHES
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Increased help desk Reduced Increased system
calls and support time productivity/efficiency downtime

It’s time to consider built-in printer security. A modern networked printer
should come with easy-to-use, built-in security features such as:
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Automatic attack °| Unauthorized
detection and protection u use prevention

A user authentication method,
such as a proximity card reader

or “pull—print” solution n

Simple sign-in options Encrypted printing for
sensitive documents

READY TO LEARN MORE
ABOUT PRINTER SECURITY?

Source:
Spiceworks survey of 309 IT decision-makers in North America, EMEA, and APAC, on behalf of HP, November 2016.
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