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IN 2018, 
SECURITY IS 

THAN EVER

60% of ITDM­s state that security is their #1 concern

Ponemon Institute, 2017 Cost of Cyber Crime Study, 2017 

InfoSecurity, F-Secure Labs, 2017 

IDC, 2016 Commercial Survey: PC Results, Doc # US41101516, March 2016

Cyber-attack volume doubledin first half of 2017 ( vs 2016)

The global cost of cybercrime has rocketed  23% over the past 
year to reach $11.7mper business 
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PCs greaterthan couldpose a 
real security threat to today's businesses

BRING

TO YOUR WORKFORCE

Modern devices offer enhanced 
, , and 
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Windows 7

Trusted Platform Module (TPM)

SmartScreen

BitLocker

BitLocker to Go

Windows 10

Windows Trusted Boot

Microsoft Edge

Windows Defender Antivirus and Firewall

Windows Defender ATP1

Windows Defender Exploit Guard

Windows Defender Application Control

Windows Hello

Windows Information Protection

Legacy or Modern Devices 
(Upgraded from Win 7 or 32-bit Windows 8)

Windows Defender System Guard:

Å Virtualization based security

Å UEFI Secure Boot

Å Runtime attestation (for advanced 
Conditional Access)

Windows Defender Application Guard

Windows Defender Credential Guard1

BitLocker with Automatic Provisioning

Windows Hello Biometric Sensors

Modern Devices 
(Fresh install or upgrade from 64-bit Win 8 )

Why the Modern Device Matters
Windows 7 End of Service is January 2020

(Unless otherwise noted, features are available with Windows 10 Pro. Visit www.windows.com for complete feature availability). 
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Intelligent security built into HP devices

BitLocker2

Windows Information 
Protection2

HP Sure View9

HP Secure Erase10

Windows Hello2

Windows Defender 
Credential Guard1

HP Multifactor 
Authenticate8

HP SpareKey

DEVICE
Integrity & Threat Protection

IDENTITY
& Access Control  

Windows Defender Advanced 
Threat Protection (ATP)1

HP Endpoint Security Controller

HP BIOSphere3

HP Sure Start4

HP Sure Run5

HP Sure Click6

DATA
Information Protection

MANAGEABILITY
And deployment

AutoPilot11

HP MIK12

Sure Recover7
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PROVIDING A 
HARDWARE ROOT 
OF TRUST

The
powersHP Sure Start, the world­s 
ONLY self-healing BIOS.

This unique hardware is physically 
isolated and cryptographically 
secured, providing a trusted 
foundation for Windows 10

Together with 
, they ensure HP PCs 

with Windows 10 Pro are secure 
from the moment they­re turned on.
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Intelligent security built into HP devices

Device 
Integrity & 

Threat Protection

Sure Start

Sure Run

Sure Click

HP BIOSphere Gen4

Windows Defender 
Advanced Threat 
Protection (ATP)

PROTECTED FROM THE START
Å The HP Endpoint Security Controller and HP Sure Start4 create a hardware root of trust, verifying and self-healing 

the BIOS. Together with Windows Defender System Guard2, they ensure the PC boots securely.
Å HP BIOSphere3 enables protection of critical firmware elements and enables robust manageability.
ON GUARD AGAINST MALWARE
Å Windows Defender ATP1 enables you to protect, detect, and respond to malware and advanced attacks.
Å HP Sure Run5 provides HW enforced protection, helping ensure critical applications like Windows Defender are 

always up and running.
CHOOSE SECURE BROWSING
Å 81% of IT pros agree that the insecure web browser is the primary attack vector13.
Å With Microsoft Edge, in Windows Defender Application Guard2, your browser can run in a hardware isolated 

container, keeping your system and network safe from any malware you encounter online.
Å HP Sure Click6 covers you with hardware-enforced protection for Chrome and IE. Plus, it extends protection so you 

can safely view Excel, PowerPoint, Word, and PDF files.
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Intelligent security built into HP devices

Windows Hello

Windows Defender 
Credential Guard

HP Multifactor 
Authenticate

HP SpareKey

Identity & Access 
Control  

MULTIPLE FACTORS
Å Password-only authentication is a thing of the past. The security promise of Windows Hello2 is strengthened by the 

hardware based security found in HP devices, enabling you to require multiple factors, including biometrics,  to log 
into your devices, apps and corporate network.

Å When you sign into your PC, just swipe your finger or look at the camera15, and Windows Hello logs you in and gets 
you working in no time.  

PROTECT YOUR CREDENTIALS
Å Saving your passwords safely is critical -Windows Defender Credential Guard1 protects credentials (domain, NTLM, 

Kerberos) in a separate virtual environment, and HP hardens other factors such as fingerprint data, Smart Cards and 
PINs by securing themdirectly to the hardware.

Å Set up authentication policies for multiple factors using HP Client Security Manager13±or harden your security even 
more with HP Multi-Factor Authenticate8, which stores your authentication policies directly in the hardware.

RECOVER WITH EASE
Å Still using passwords as one of your factors? HP SpareKeyhelps you recover your forgotten system passwords. 
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Intelligent security built into HP devices

BitLocker

Windows Information 
Protection

HP Sure View

HP Secure Erase

Information 
Protection

ENCRYPTION
Å Protecting your important business data starts with protecting the device with a full volume encryption solution like 

BitLocker2. BitLocker has been designed to take advantage of the hardware-based encryption capabilities of the TPM. 
Å Employees work AND play using their technology. Windows Information Protection2 protects against accidental data 
leaks by keeping users­ personal and business data separate,  and enabling IT to set different encryption policies for 
each. Plus, it runs seamlessly in the background, only notifying users if they try to take an unauthorized action.

PROTECT AGAINST VISUAL HACKING
Å Not only can your data leak electronically, it can also leak visually when someone looks over your shoulder. HP Sure 

View9 ensures no one can read over your shoulder and see what you are working on with a built in privacy screen.  
DISPOSE OF DATA SAFELY:
Å Deleted data isn­t necessarily destroyed. HP Secure Erase10 permanently deletes data from hard drives and SSD 

drives, so you can recycle or recommission devices confidently at their end of life.   
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Intelligent security built into HP devices

Management

AutoPilot

HP MIK

HP Sure Recover

CLOUD PROVISIONING:
Å Modern management is moving to the cloud, enabling better processes for enterprises faced with supporting 

more devices and applications than ever. 
Å With AutoPilot11, end users can quickly complete set up of their HP devices right out of the box, so they­re ready for 

use with minimal IT intervention. 
MANAGEABILITY:
Å With today­s rapidly evolving attacks, keeping your firmware and device drivers up to date is an imperative.  
Å HP Manageability Integration Kit12, the first ever certified plug-in for SCCM, enables you to easily establish and 

enforce security policies for the unique capabilities of your HP Win 10 PCs ±including managing device drivers and 
BIOS settings

RECOVERY:
Å In the event of an attack that significantly damaged the operating system, reimaging can offer a fresh start. 
Å HP Sure Recover7 offers secure, automated, network-based reimaging, even from a bare hard drive -so you­re 

ready for set up via AutoPilotagain.



12 © Copyright 2018 HP Development Company, L.P. The information contained herein is subject to change without notice.

HP  +  WINDOWS 10:  SECURITY 2018 

MODERN OPERATING SYSTEM
designed for Windows 10, built on a secure 

foundation

MODERN DEVICES
hardware-enforced security that­s 

built-in, not bolted on

MODERN MANAGEABILITY 
solutions to ensure all devices stay secure

TODAY­S SECURITY THREATS REQUIRE A 

MODERN DEFENSE 
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