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Executive Summary
For years now, IT departments have dealt with escalating
demand for services in the face of steadily shrinking budgets. At
the same time, they are increasingly pressured to demonstrate
their relevance to the business, to align technical capabilities
more closely with business goals, and to serve a more strategic
role for the organization. Today, most IT organizations are still
struggling on the strategic front. According to a recent report
from Forrester Research, IT service management (ITSM)
professionals say they “excel at firefighting processes, such as
incident and change management, but fall short when it comes
to planning and demand, strategy, and service portfolio
management.”
HP is well positioned to assist IT management teams with tools
that foster strategic conversations with line of business
stakeholders in key areas of impact. We can help you
demonstrate how elements of the increasingly strategic value
of IT – security, mobility, document capture and workflow – can
positively impact an organization’s core business.
Introduction
As the landscape of information technology evolves and lines of business become more
integral to the IT solution decision-making process, it is important for IT executives to maintain
open lines of communication with line of business managers. This paper is intended to help IT
executives become aware of benefits of implementing protocols rooted in this new, emerging
strategic value to better enable lines of business to execute core business processes –
specifically in the areas of security and compliance, mobility, and document management.
These topics can be used to facilitate dialogue between IT and lines of business on common
goals. The key areas of impact that we will discuss include:
• Printing Security and Compliance
• Printing Mobility
• Document capture and workflow
• Getting started
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Did you know?
Security breaches are expensive! For example,
in the healthcare industry, HIPAA-covered
entities have handed over some $18.6 million
to settle alleged federal HIPAA violations. And
those don’t count state fines.2

Area of impact: security and compliance
The cost of even one security breach due to unsecured printing of private information has the
potential to be devastating. An incident like this could result in loss of competitive information,
employee or client ID theft, in addition to litigation and financial damage. Often equally
damaging may be the public relations disaster associated with a tarnished brand image
or reputation.
”It takes twenty years to build a reputation and five minutes to ruin it. If you think about that, you’ll
do things differently.” — Warren Buffett
The sophistication and consequences of attacks are increasing every year with 89% of breaches
having a financial or espionage motive.1 To protect your client’s information, it’s important to
regularly review your security practices. A proactive approach will help you build client loyalty,
effectively launch new technologies and defend against evolving threats.
Once simple print/scan/copy/fax devices, printers and multifunction peripherals (MFPs) are
now highly intelligent computers in themselves. Often overlooked in an organization’s security
protocols, these systems can be compromised in a variety of ways, from document and
hardware theft to unauthorized changes to settings or use.
To stay ahead of the threats, you need to make sure you’re doing everything you can to secure
your print and MFP environment. The following three steps are critical in gaining control of print
security in your organization.

Security threats

$5.5M
average cost per incident
of corporation information
threat

• Assess your current printing fleet – gain an understanding of your print, copy, fax and scan
assets and how they are used by employees in various business units.
• Gain organizational commitment – success of your security plan is critical to build awareness
and secure buy-in from operations and your internal stakeholders.
• Apply a solution framework – once you have a more comprehensive understanding of the
enterprise devices in use and the approval and resources you’ll need, it’s time to turn that
information into a plan using a structured framework.
Other resources:
• HP’s NIST checklist: This document provides a roadmap for organizations who wish to
implement a basic level of security using the HP Imaging and Printing Security Best Practices
checklist. This HP checklist is the first to be certified by the National Institute of Standards and
Technology (NIST) and provides a step-by-step, technical guide to configuring security for
multiple HP LaserJet MFPs and printers.
• HP’s Imaging and Printing Security Center (IPSC): IPSC is the first policy-based solution that
provides an administrative solution for identifying and addressing security configurations for
both the existing devices as well as any new devices that enter the enterprise fleet.
Questions to ask:
• What would the consequences if our organization suffers a security breach related to
employee information?
• What would happen if this was client information? Would this cause a violation of corporate or
government security regulations?
• Are we ensuring our printing and imaging fleet is properly secured?
• If so, how do we efficiently ensure our fleet remains compliant as devices are added, moved, or
serviced?
• How do we efficiently ensure our fleet remains compliant as devices are added, moved, or
serviced?
• How do we demonstrate compliance with our security policy?
• How is each business unit tracking interaction with printed, copied, scan or faxed images?
If asked by an auditor or regulatory body, could you identify who had access to a specific
document at various stages of a business process?
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Area of impact: mobility
Expanding travel demands, increasing mobile workforces and corporate requirements to print
certain documents are driving printing from tablets and smartphones, both in the office and
on the road. The merger of mobile devices and cloud services has revolutionized business
productivity and innovation. We hold the power of communicating and computing in the palms
of our hands, anywhere, anytime. However, even the best-equipped mobile employees find
themselves hunting down places to print while on the go. Also a challenge is the possibility that
your information technology infrastructure was designed for a traditional workforce.

Did you know?
Mobile printing on smartphones and tablets
has increased 26% and 21%, respectively, over
the last three years.3

The key should be finding a solution that allows employees to print documents securely and
easily on the go, making your business more productive and able to meet client demands more
efficiently. The solution should be flexible and broad-based, in order to fit in with a variety of
current IT infrastructures and support multiple mobile platforms. In addition, focus on solutions
that can integrate with already deployed mobile management systems.
Questions to ask:
• How many employees do we have traveling between office locations?
• How many of our employees use smartphones, tablets, or other mobile devices to do their jobs?
• Do we have a mobile print police in place that takes into account the following considerations?
––Productivity/Ease of Use
––Manageability
––Security

Mobility revolution

74%

companies allow some sort
of BYOD usage

––Scalability
––Cost/ROI
• How does/would it positively impact our employee’s productivity, if they could securely print
via their mobile devices?
• How would providing a more streamlined and secure mobile print environment impact how
your serve your clients/customers?

Area of impact: document capture and workflow
Successfully delivering on business objectives in today’s dynamic and global environment
requires you to be able to unlock the value of information by making it accessible to the correct
employees across the enterprise. The ability to make this happen has become harder, as
increasing volumes of information and diverse formats make the enterprise more difficult to
navigate and understand. In addition, there is added pressure to manage information, with
growing numbers of regulatory requirements.
When looking at the broad category of document workflow and management solutions, a good
approach is to break it into four primary areas:
• Content capture
• Content management and search
• Content retention
• Content delivery
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Did you know?

Content capture

In a recent IDC study, 65% of those surveyed
said that automating and optimizing
collaboration, routing, and approvals saved
time, increased productivity, and reduced
errors.4

The first step in automating paper-based processes is to capture the document into digital
format. This includes capturing incoming fax, interoffice mail, client transactions and other ad
hoc documents involved in your business processes. However, in many high volume, repetitive
workflows, simply scanning a document back to an employee e-mail address is not sufficient.
The ability to extract key information from paper and digital documents will help you more
efficiently classify and index content, while also providing immediate access to information.
Additional key benefits include automating high-volume, document-driven processes, which can
accuracy as well as speed to the process.
A strong document capture and distribution system can help reduce operating costs, and
strengthen client and supplier satisfaction, as well as your employees’ use of knowledge assets to
work more productively. Better organized content also makes compliance easier, and reduces the
risk of fines or other punitive actions by auditors and regulators. In fact, one of the main benefits
of capturing documents into digital format — as soon as possible in the business process — is
the ability to begin the audit trail. With the increased scrutiny around regulatory compliance and
corporate governance, it is crucial to have the ability to identify who initially scanned a document
or group of documents, at what time, and at what location, and who subsequently interacted with
those documents throughout the business process.
Content management and search

Evolving workflows

2/3

of CIOs in the G2000 will
put digital transformation
at the heart of their
corporate strategy.4

Another important consideration is to find opportunities to automate your organization’s routing,
tracking, and approval processes for electronic information. By using tools such as a web-based
workflow solution to speed paper and electronic forms management, you can depend on a rulesdriven framework to help create consistent, compliant, and auditable processes. This can help
reduce human errors and automate every day, manual tasks to make them work better for you.
In businesses of all sizes, information and processes are ubiquitous; both exist as a result of the
other and together they drive the outcome of business. Once a document is captured into digital
format there must be tools in place for employees to securely and efficiently search, retrieve and
collaborate with that content.
The ability to quickly search and access the information you need, increases productivity,
improves resource allocation, and can reduce the risk of errors and omissions. These efficiencies
can help you decrease costs while strengthening client loyalty through better response times.
And, the ability to organize and access documents and email from virtually anywhere, using
any networked or web-connected device, enables seamless collaboration between teammates,
partners, and clients. Stay on top of your evolving content, even on the go. An intuitive
document management system helps you stay on top of evolving content, while reducing risk
with stringent version control and flexible, yet robust security.
Content retention
To maintain control over your organizations content, it is important to automatically classify,
retain, and selectively dispose of records information within your organization. By being able
to retain or release control of records at the end of their useful life, based on rules you define,
you gain a transparent view of your entire information environment and are able to locate and
deliver documents right when they’re needed. A records management system can help your
organization can classify and cluster records, implement policies to help with compliance, and
reduce risk by setting defensible protocols for deleting unneeded content.
Content delivery
As we have discussed earlier, content availability has become ubiquitous in our society. The
ability to deliver content to employees and clients when they need it, where they need it and
in the preferred format is a critical consideration, when managing your data and document
workflows. The key is to find a single solution for design through delivery of any type of
document across the enterprise, regardless of complexity, variability, or output channel, from
fully customized high-volume statements, bills and complex publications, to on demand
marketing and self-service web applications, to personalized correspondence and proposals
produced interactively by client-facing employees. The ability do all of this using a single
software platform also allows you to eliminate siloed document creation systems, significantly
reducing costs and ensuring consistency across all client communications.
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Questions to ask:
• Within each core business unit, how do documents get moved through each business process
(e.g. interoffice mail, express mail, internal fax, email, etc.).
• With what frequency are each of the above methods used, and what is the impact on the
related business process (hard dollar cost, time impact on client satisfaction, meeting
regulatory requirements, etc.)?
• How is the security of the information these documents being maintained, throughout the
business process? Can we provide an audit trail for who within our organization interacts with
a document at various stages in the process?
• What percentage of documents do we lose today as part of core business processes? What is
the impact of these lost documents (e.g. how long does it take to recreate content, what is the
hard dollar cost, what is the impact on our client relationship, etc.)?
• Are we compliant with our organization, state or federal laws for document storage? What are
our costs associated with document storage (on-site and off-site)?
• How long does it take for us to retrieve documents when it is requested by a customer, internal
employee, or auditor? How does this impact the business unit and organization as a whole?
• How do we manage the retention and disposal of documents? How does this impact our ability
to adhere to corporate policy and government regulations?

Getting started
HP Workshops
Having the ability to sort through major areas of potential impact within your organization, and
prioritizing those areas, is key to recognizing improvements that will have the most positive
effect on your business.
HP works with Information Technology teams and your lines of business to prioritize workflows
that require attention. Through an interactive workshop and white board session, HP works
collaboratively with your organization to uncover areas of concern within your business, and
also prioritize the most impactful areas. Business areas or processes can then be prioritized,
based on the following criteria:
• Overall business value
• Strategic alignment
• Potential risk of implementing a new process
Once a prioritization of business areas or processes is accomplished HP can help you drill down
into specific current state issues and identification of future state improvements by engaging
with you on a Workflow Needs Analysis.
HP Workflow Needs Analysis (WNA)
The HP Workflow Needs Analysis (WNA) is based on LEAN Six Sigma methodologies, designed to
eliminate various forms of wasted activity from a client’s business process. The WNA is an initial
step to identify, analyze and improve a current state business process. The outcome of this
analysis will provide your organization with more information on:
• Flow of a current business process
• Identification of potential inefficiencies within the current state process
• Future state recommendations
• Potential improvements, including, but not limited to potential return on investment
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The HP WNA is designed to provide your organization with actionable recommendations
that will improve business processes, without the time or financial commitment of a lengthy
consulting engagement. Below are examples of workflow processes, by vertical market, that
could be a good place to begin the discussion:
Industry

Business Process

Typical Challenges

Typical Solutions

ROI potential

Healthcare

Patient Admissions

Speed, efficiency, accuracy,
space availability for multiple
devices, security of Protected
Health Information, regulatory
compliance, integration with
EMR

Device consolidation and
optimization through HP Managed
Services

• Save up to $28.90 in cost per patient5
• Reducing the time spent on documentrelated tasks corresponds to an average
savings of $12,057 annually for healthcare
knowledge workers, including:
- 33% error reduction
- 42% reduced time searching/re-creating
- 35% paper reduction
- 35% time reduction4
• 72% improvement in meeting regulatory
guidelines 4
• Save valuable space by consolidating up
to 5 devices into 1 MFP6

HP Access Control pull printing and
job accounting
HP Capture and Route
HP Patient Identification Color
Printing Solution

Banking

Loan Origination

Increasing costs, regulations,
and competition from
non-traditional financial
institutions

HP Loan Origination Accelerator
HP Claims Processing Accelerator

• Save up to 70% in cost per new mortgage7
• Reducing the time spent on documentrelated tasks corresponds to an average
savings of $9,948 annually across all
industry knowledge workers. Savings in
financial services specifically include:
- 34% error reduction
- 39% reduced time searching/re-creating
- 34% paper reduction
- 34% time reduction4

Manufacturing &
Distribution (MDI)

New employee file
management

Paper-intensive manual
process, costly off-site storage

HP Solution for Employee File
Management

• Increase productivity by 60% 4
• Save time by 70% 4
• Reduce errors by 43% 4
• Reduce document storage costs by 42% 4

Communications,
Media &
Entertainment
(CME)

New Account Opening

Inefficient manual process
impacting the customer
experience, potential risk
of unauthorized access to
customer data and costly
off-site storage and
transportation of contracts

HP New Account Opening for CME

• Increase number of customers served
• Reduce the average cost to acquire
customers (Cost Per Gross Add (CPGA))
• Reduce risks associated with unsecure
customer info
• Reduce processing time
• Reduce storage costs

Conclusion
Information technology is changing, and it is imperative that organizations work collaboratively
to address key areas of impact of printing and associated workflows, such as in the areas of
security, mobility, document capture and workflow. HP has developed strategies and solutions
to help you with this process and to help you drive efficiencies in these core areas of impact.

About HP solutions for industry
For decades, HP has been partnering with leading organizations, supplying the technical
expertise and business savvy required to help position these companies at the forefront of
their industry. We’ve been recognized for our leadership in managed print services and by
independent analysts such as Gartner8, IDC9, and Quocirca.10
In fact, nine of the top 10 banks11, eight of the top 10 pharmaceutical companies11, eight of
the top 10 oil and gas companies12, seven of the top 10 technology hardware and equipment
companies11, seven of the top 10 capital goods companies11, six of the top 10 insurance
companies11, six of the top 10 telecommunication services companies11, and six of the
top 10 utilities12 are HP Managed Print Services clients. This experience gives us unique insight
into clients’ needs to reduce costs, drive productivity, and improve your customers’ experience.
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HP also provides a wide range of products and services to the industry that help our client reach
their goals, from mission-critical processing to best-in-class testing, monitoring, security, and
analytics – along with the infrastructure that supports it. HP can help you:
• Respond more quickly to regulatory requirements and market opportunities with our
transformational services and customer-centric solutions.
• Drive innovation, efficiencies, and customer loyalty.
• Make more informed decision-making processes with our strategic enterprise services, from
cloud computing and hybrid delivery models to mobility, security and real-time analytics.
Global reach and local support
With information technology (IT) professionals in 170 countries and HP Specialists providing
local support, HP has the resources to address your organization’s needs around the world.
Automation and intelligence
Innovative HP software and solutions enable you to respond to the unique and dynamic needs
of your workforce, industry, and broader marketplace, including markets focused on mobility,
security, and big data. HP’s legendary quality and reliability also maximize uptime by keeping your
print environment running smoothly, helping improve employee productivity and reduce costs.
Full transition support for employees
Qualified HP experts can help everyone in your organization embrace the change that comes
with implementing industry workflow solutions. We are with you every step of the way, offering
guidance and comprehensive “management of change” tools and templates to help your
employees adopt new attitudes, skills, and behaviors to realize the full benefits.
Partner with HP to streamline the flow of information in your organization.
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