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Q: WHAT IS HP WOLF PRO SECURITY? 

A:  HP Wolf Pro Security is a simple endpoint security solution designed for small to mid-sized businesses that need maximum security coverage 

without increasing IT workload or disrupting employee productivity. It includes a full suite of threat prevention solutions, including malware 

prevention, threat containment, and credential protection technologies to stop a broad range of attacks.

Q: WHO WOULD BENEFIT FROM HP WOLF PRO SECURITY AND WHY?

A:  HP Wolf Pro Security was specifically developed for small to mid-sized businesses who desire to improve their endpoint security posture but 

lack sufficient, in-house security expertise and/or available administrative bandwidth to manage such solutions. 

Why? Smaller businesses with insufficient security staffing and training are vulnerable to cyberattacks including phishing and ransomware. 

These attacks lead to costly problems, including compromised systems, stolen data, and lengthy downtime. Comprehensive security 

solutions with enough security coverage to help protect from these attacks are cumbersome to implement and manage. With HP Wolf Pro 

Security, small to mid-sized businesses can overcome these challenges with a security solution that’s easy to deploy and manage without 

compromising the breadth and depth of security coverage.

Q: WHAT ARE THE DIFFERENT TYPES OF OFFERINGS AVAILABLE FOR HP 
WOLF PRO SECURITY?

A:  HP Wolf Pro Security is available in multiple consumption options depending on the needs of the buyer. With each option, the core security 

technology remains the same including the following full-suite of endpoint security protection: threat containment, credential protection, and 

next-generation antivirus. Additionally, insights and solution management of the entire fleet of PCs is conducted from the cloud-based HP Wolf 

Security Controller1. 

With that said, HP Wolf Pro Security is a cloud-managed PC software available pre-loaded on an HP PC known as the HP Wolf Pro Security 

Edition PCs, or as fixed-term license for both HP PCs and non-HP PCs. 

Q: WHAT DOES HP WOLF PRO SECURITY INCLUDE?

A:  The table below summarizes the HP Wolf Pro Security offering.

HP WOLF PRO SECURITY

Next-generation antivirus
• Static malware files and file-less threats protection
• Dynamic (runtime) malware protection
• Cloud-based reputation analysis of files
• Detects malware evasion techniques
• No signature updates required
• Detect known and unknown threats

Hardware-enforced threat containment
• Isolate files and links opened through emails
• Isolate files opened via USB
• Browser isolation
• File download protection

Credential protection
• Block users from entering their password credentials on illegitimate 

website
• Warn users before entering their passwords on questionable 

websites
• Dynamically assess sites to identify potential phishing attacks

Simple, cloud-based management
• Manage the entire fleet of PCs from a single-interface
• Straightforward, out-of-the-box security policies fit for most 

businesses 
• Adjust security policies from anywhere

Security analytics and reporting
• Real-time insights and reporting on threats blocked, isolated, and monitored
• Detailed malware kill-chain analysis mapped to the MITRE ATT&CK™ framework2
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Q: HOW IS WPS MANAGED? 

A:  HP Wolf Pro Security includes the entitlement to a cloud-based controller for customers using WPS across 25 PCs or more. This cloud-based 

controller is known as the HP Wolf Security Controller, providing a single command center for managing the security and health of the entire 

fleet of PCs from anywhere. The HP Wolf Security Controller allows the end customer to manage WPS themselves or use an outsourced 

partner. It includes the ability to configure of security policy, manage alerts, and gain real-time visibility of devices and threat environment.

Q: WHAT SECURITY ANALYTICS ARE AVAILABLE VIA THE HP WOLF 
SECURITY CONTROLLER?

A:  The HP Wolf Security Controller provides insights and reporting on isolated threats, malware and password phishing attempts identified and 

prevented by HP Wolf Pro Security. Threat details include kill chain views of threat behavior mapped to the MITRE ATT&CK™ framework.2 

Q: WHAT LEVEL OF EFFORT IS REQUIRED TO DEPLOY AND MANAGE HP 
WOLF PRO SECURITY?

A:  While HP Wolf Pro Security provides a simple endpoint security solution that is easy for anyone to implement right out-of-the-box, it still 

requires a low-level of effort by the customer, partner, or an outsourced resource to implement and maintain including:

• First, initiating the HP Wolf Controller setup and establishing an admin user account

• Removing the customer’s existing antivirus and installing HP Wolf Pro Security 

• Reviewing and, if necessary, adjusting the security policies to fit the customer’s security needs 

(Note: the pre-set security policies are set up to fit majority of business environments)

• Ongoing system oversight and threat monitoring

Q: HOW DO I ORDER HP WOLF PRO SECURITY IF I AM A DIRECT HP 
RESELLER, NOT BUYING THROUGH DISTRIBUTION?

A:  Currently, a single tier partner must go through an HP distributor to put in an order with HP for the listed SKUs above. In the future, single tier 

partner will be given the ability to place an order with the listed SKUs above through their existing ERP system. Please speak with your HP 

Partner Business Manager if you want to learn more.

Q: IS THERE A DEAL REGISTRATION PROCESS? 

A:  Yes, partners are encouraged to register active opportunities, which will secure significant additional discounts. To receive the additional 

discount, partners must go through a certification process. Learn more about the deal registration process by consulting with your HP Partner 

Business Manager.
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Q: WHAT LANGUAGES DOES HP WOLF PRO SECURITY SUPPORT? 

A:  HP Wolf Pro Security can support endpoints in English (US & GB), French, German, Spanish, Italian, Portuguese (Brazilian), Swedish, and 

Japanese. Additional languages are targeted for later in 2022, including Russian, Finnish, Danish, Norwegian, and Icelandic – this list is subject 

to change.

 Note: The cloud-based controller, known as the HP Wolf Security Controller, is only currently available in English. Additional languages are 

targeted for later in 2022, including Japanese, French, German, Spanish, Italian, Portuguese (Brazilian), and Swedish.

 To learn more about language availability, reach out to your HP Partner Business Manager.

Q: IN WHAT COUNTRIES IS WPS AVAILABLE?

A:  HP Wolf Pro Security is available in the US, UK, Canada, Germany, France, Switzerland, Australia, New Zealand, and Singapore; however, 

partners can offer WPS to countries outside of the countries listed if they set clear expectations of the language and support limitations with 

the customer. 

Q: HOW IS HP’S APPROACH TO ENDPOINT PROTECTION DIFFERENT 
FROM TRADITIONAL ANTIVIRUS SOLUTIONS?

A:  Bad actors are continuously evolving their malicious attacks resulting in new, unknown malware that traditional antivirus solutions often miss. 

HP Wolf Pro Security provides a full suite of endpoint threat preventions that help detect and protect against a wide range of attacks that can 

circumvent traditional antivirus solutions. This layered approach includes next-generation antivirus, hardware-level isolation of untrusted 

content and protection against password theft from phishing websites to help harden a business’s security posture across its entire fleet of 

PCs.

• Threat containment3 through micro-virtualization technology works as a last line of defense, to isolate threats that may have   

 bypassed other endpoint defenses. Isolating applications for email attachments, file downloads and even content from USB drives  

 in separate micro-VMs on the user’s PC will not only prevent cyberattacks, but also monitors the isolated application for any threat  

 activity while open, enabling customers to have a deeper view of the attack kill chain. This approach keeps the threat from infecting the  

 endpoint or spreading across the network. It also allows the behavior of the content to be monitored for suspicious behavior. Because  

 documents and browser tabs are opened in isolation, even zero-day threats are contained.

• Next-generation antivirus uses AI to enable real-time malware protection from known and new unknown threats.  It is trained across  

 hundreds of millions of malware samples, to the point where it can readily recognize even very carefully disguised malware files, and  

 detect file-less threats as well, based on their characteristics, instead of their unique byte signature.  This technology also enables a  

 low “false positive” detection rate, which helps reduce distractions from valid IT tools and applications. 

• Credential protection automatically prevents users from entering passwords on credential harvesting websites after a user has clicked  

 on a phishing link.  When the web browser extension is active, it will dynamically assess each site using a combination of known site  

 reputation scores and site attributes. If the site is a legitimate, known safe site, the user is free to enter their password as usual with no  

 impediments from the software. The software will only impede on the user experience if the site is identified as a potential threat.

Q: WHAT IF A CUSTOMER ALREADY HAS A LEGACY ANTIVIRUS 
SOLUTION? 

A:  HP Wolf Pro Security includes next-generation antivirus tool intended to replace the customer’s legacy antivirus solution. For it to run 

effectively, customers must remove their legacy antivirus solution and use HP Wolf Pro Security’s next-generation antivirus as their exclusive 

antivirus tool.
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Q: WHY MUST THE LEGACY ANTIVIRUS SOLUTIONS BE REPLACED?

A:  HP Wolf Pro Security offers a simplified security solution that offers next-generation antivirus capabilities in addition to a suite of threat 

prevention technology that provides more coverage than the legacy antivirus solution the customer is using. Continuing to run the legacy 

antivirus solution alongside WPS may lead to complications that will render the PC unstable and cause performance issues. Therefore, 

customers need to remove their legacy antivirus solution to get the most out of WPS and simplify their security stack.

Q: WHAT ARE THE OPERATING SYSTEM REQUIREMENTS FOR THE 
SERVICE?

A:  To use the HP Wolf Pro Security, the devices must meet the following requirements.  As new operating system versions are released, system 

requirements may change.

PLATFORM OS REQUIREMENTS HARDWARE REQUIREMENTS

Windows • Most current four 64-bit Windows 11 or 
Windows 10 version, or 3 previous Semi-
Annual Channel releases

• A supported Windows language pack (for 
details, see ‘Endpoint languages supported’ 
under System Requirements in the HP Wolf 
Pro Security datasheet)

• Intel® Core™ i3, i5, i7, i9 or Xeon  (Intel® Virtualization Technology) 
• (Intel® VT) and Extended Page Tables (EPT) support enabled in BIOS)
• AMD Enterprise class processor (A4/A6/A8/A10) 2011 and later with 

Rapid Virtualization enabled.
• At least 8 GB of system memory (16GB recommended)
• At least 8 GB of free disk space

Q: IS SUPPORT AVAILABLE IF YOUR CUSTOMER HAS A TECHNICAL 
ISSUE? 

A:  The structure for WPS support is as follows: The reseller or channel partner selling WPS to the customer is responsible for Level 1 and Level 2 

support. This must either be provided by that reseller, or to their outsourced support partner.  If further help is required the reseller or support 

partner can escalate the problem to HP’s Security Services Team for Level 3 escalation.

Q: WHAT ARE THE HOURS OF SUPPORT AND CONTACT INFORMATION 
FOR THE HP SECURITY SERVICE TEAM?

A:  To learn more about contact information, support hours, and response times visit https://enterprisesecurity.hp.com/s/sla.

Q: WHERE IS HP WOLF PRO SECURITY CUSTOMER DATA HOSTED?

A:  HP Wolf Security Cloud Controllers are supported in the US and EU regions. During service activation, customers can choose where their data is 

hosted. To learn more visit https://www.hpwolf.com/Pro/DataFAQ/.
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DISCLAIMERS

1  HP Wolf Pro Security Controller requires minimum 25 devices.
2 MITRE does not claim ATT&CK enumerates all possibilities for the types of actions and behaviors documented as part of its adversary model and framework of techniques. Using the 
information contained within ATT&CK to address or cover full categories of techniques will not guarantee full defensive coverage as there may be undisclosed techniques or variations 
on existing techniques not documented by ATT&CK.
3 Supported browsers for Threat Containment include the following browsers for Microsoft Windows: Microsoft Edge, Google Chrome, Mozilla Firefox or Chromium. Supported 
attachments include Microsoft Office (Word, Excel, PowerPoint) and PDF files, when Microsoft Office or Adobe Acrobat are installed.

© Copyright 2022 HP Development Company, L.P. The information contained herein is subject to change without notice. The only warranties for 
HP products and services are set forth in the express warranty statements accompanying such products and services. Nothing herein should be 
construed as constituting an additional warranty. HP shall not be liable for technical or editorial errors or omissions contained herein.  Windows is 
either a registered trademark or trademark of Microsoft Corporation in the United States and/or other countries. Adobe PDF is a trademark of Adobe 
Systems Incorporated. Chrome and Chromium are trademarks of Google Inc.  
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