Hybrid
Isn’t the
Destination
It’s the starting point
Business leaders
are now so
comfortable
with the idea of
hybrid working
that it’s seen as a
panacea—that’s
a far too simplistic
approach.

An anywhere office brings “unreasonable” expectations: People are expected to
work with the same speed, efficiency, and levels of security as if they were at their
office desks—anytime, anyplace. It’s now up to IT to make the unreasonable happen.
Take collaboration, for example. IT needs to ensure that every employee feels that
they’re in the room, even when they’re hundreds of miles away. Or productivity: The
emphasis must be on ensuring people are at their most productive wherever they
find themselves working.
At the same time, we must prepare for the future. If we’ve learned anything at all
from the past two years, it’s that uncertainty is the only certainty.
How do you plan for uncertainty? It sounds like a contradiction in terms, but many
business leaders are already putting this premise at the heart of their corporate
strategy. Gone is the five-year plan that employees follow without question; in its
place is what economist and author Dr. Bill Conerly describes as “the flexible stance.”1
United Airlines CEO Scott Kirby embraced that strategy by scrapping all budgets
for 2021. Instead, Kirby assembled “bounceback teams”2 whose role it was to detail
what resources United would and wouldn’t need, and to anticipate blockers such
as a lack of ready-to-fly pilots when demand resurged.
Kirby’s is a simple message applicable to all business leaders: Prepare for
uncertainty or prepare to fail.

How to Prepare
for Uncertainty
Every business is different, so there will never be a set of
golden rules that apply to all. But there are four principles
that apply to every enterprise:
CONNECT EVERYONE
It doesn’t matter where people work: their homes, a central
office, a speeding train. You must give everyone the
collaborative tools they need to be an equal part of the team.

SIMPLIFY SECURITY
Cybercriminals thrive on uncertainty, as we have seen during
the pandemic, with unprecedented numbers of attacks, so
chief information security officers (CISOs) must prepare by
concentrating on basic principles.

CHOOSE REACTIVE WORKFLOWS
The future will produce more tools, more employee demands,
and more demand for working anywhere on any device. You
must prepare for this future. Interruptions are the enemy.

EMBRACE FLEXIBLE PLANNING
A paradox? Flexible planning doesn’t need to be. You must
embrace uncertainty rather than ignore it.

In this ebook, you can lean on guidance from
forward-looking business leaders, security experts,
and IT decision-makers who are already making
tough decisions on the ground.
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50% of US and EU information
workers believe the pandemic
changed the world “forever” and
we will not go back to “normal.”
Forrester³
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Connect
People
In the old days, colleagues connected
organically at the office. That behavior
needs a rethink. Companies must embrace
modern tools that give people the freedom
to be “in the room” from any room.

BEFORE

NOW

NEXT

Centralized offices were the norm—
mobile workers were the exception

Hybrid working is the norm—
but people make do with the tools
they have

Location is irrelevant—workers expect
tools built for “anywhere working”

Employees’ expectations were
similar and predictable
Collaboration mainly happened
in the office

Employees want different things
depending on their life situation
Collaboration happens ad-hoc

Employees demand parity—in terms
of tools and status—between work
on the move and work in the office
IT enables seamless collaboration
for the distributed workforce

For many companies, the pandemic was a “gotcha moment.”
So says Lynne Labrador, VP Global Product at Equifax. Until that
point, she argues, some organizations had rigidly clung to their
belief that people have to be in brick-and-mortar buildings to
do their jobs.

So how do you solve this seemingly intractable problem?
By using technology to keep workforces connected. It means
rethinking conference rooms to put remote employees center
stage. It means giving those employees the hardware they
need to make the right impression.

“The jury is out on which companies are going to take the silver
lining out of the pandemic to once and for all recognize the fact
that people don’t have to be in a specific ZIP code to get their
job done,” Labrador says.

“Leaders…still design meetings, job
roles, and promotion opportunities
around face-to-face experiences.”

Labrador’s arguments echo those of Forrester Research, which
predicts a great deal of pain for the 60% of companies shifting
to a hybrid model of working: That one-third of organizations’
first attempts at “anywhere work” simply won’t work.4
“Leaders will claim support for a hybrid model but still design
meetings, job roles, and promotion opportunities around faceto-face experiences,” states the Forrester 2022 guide.4 “When
it’s clear that productivity is suffering, these same execs will
blame hybrid work rather than looking in the mirror at the
real culprit.”
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Forrester Research4
Most of all, it means connecting your employees—whether
they’re working from their homes, the office, or a beach house. It
doesn’t matter where they’re sitting: Their voices must be heard.
Ensure employees are in the room from any room with
HP Presence.

HP Presence
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Simplify
Security
The same security principles apply
today as they did ten years ago, even
as the volume of attacks and number
of endpoints increase. It’s the way we
implement defenses that needs to
constantly adapt.

BEFORE

NOW

NEXT

Emphasis was on protecting
office workers

Emphasis is on protecting
endpoints everywhere

Emphasis is on assets with
built-in protection

Data was centralized on servers
complemented by the cloud

Data shifted to the cloud,
paired with on-premises servers

Data must become location-agnostic,
but still protected from cyberattacks

Cybercriminals targeted businesses
with a certain profile

Automated attacks spread targets
as cybercriminals seize new
opportunities

Attacks will accelerate as will the
number of endpoints—you need
hardware with defense built in

Dr. Rois Ni Thuama is the head of cyber governance for Red
Sift, a company that looks after governments and some of the
largest firms in the world. And she has some reassuring advice
for worried CISOs: Don’t panic.
Every year for the past decade, Ni Thuama points out, the
European Union Agency for Cybersecurity (ENISA) has
published a report about the threat landscape. The exact
names used to describe the top issues may have changed,
but the threats themselves have remained the same:
ransomware, malware, and email-related attacks.
So, when you contemplate where to invest your resources,
concentrate on those threats, Ni Thuama advises. “For endpoints,
we need to put in endpoint multifactor authentication. We need
strong passwords. We need DMARC [email authentication].”

Hybrid Isn’t the Destination

Labrador adds a call for strong governance across all of a
company’s assets to ensure updates are rolled out to guard
against zero-day attacks. “Nobody wants to be in the news for
a big data breach. So you’ve got to have governance. You’ve got
to have vulnerability remediation. [And] it starts with how well
you track where all your assets are.”
Nor can you assume that the people who use those assets will
patch them when fixes become available. “If I’m a call center
associate [who’s] lazy and doesn’t respond to those software
alerts,” says Labrador, “then make sure that I can’t log in two
days from now if I don’t do the update.”
To make this happen, you need hardware and software that
protect your employees and your business no matter where
work takes place. You need PCs with embedded security
features that protect, detect, and recover from cyberattacks
before they can disrupt your distributed workforce.
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Equip Your
Workers
to Thrive
If your company is to succeed in the new,
uncertain reality, then it must actively
embrace the changes in how people
work. That means a ground-up rethink in
the tools you give them.
BEFORE

NOW

NEXT

At best, workers had a choice of
desktop PC or notebook

Workers make do with whatever
hardware they can

IT equips staff with hardware
designed for seamless productivity

IT teams provided the infrastructure
and tools—no compromise

Workers adapt to new reality with
third-party tools

There was a slow, steady shift toward
digital transformation

Digital transformation is
happening at breakneck speed

IT embraces presence-based
technology to facilitate distributed
workforces

“When I started in computing, there was almost a glacial
change in terms of hardware, operating systems, and software,”
says Mark Evans, managing partner at Define:Athene, a
consultancy that advises enterprises on strategy, governance,
risk compliance, and cybersecurity. “That change has
accelerated exponentially.”
That rate of change has been driven by tools that people
buy themselves rather than have supplied by IT departments.
“We’ve seen entrants into the market that no one could have
foreseen, no one at all,” says Evans. “I can’t see how we can
ever put the genie back in the bottle,” he adds.
IT leaders must cope with uncertainty around individuals’
locations and the work tools they choose to employ. “Some
organizations will embrace change,” says Evans. “Some
organizations will accept it and then they’ll try to constrain it.
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Quick fixes must be replaced by
permanent, slick solutions

And some organizations will just say a flat no—and that
means that you’re going to stagnate.”
A forward-thinking mindset is just one element. IT leaders
must empower their employees with solutions—hardware,
software, or a mix of both—that enable them to be productive
wherever they touch down. Whether that’s a home office, café,
or pop-up workspace, remote workers must have parity with
in-office workers.
What does that mean in reality? In the home office, it means
high-quality monitors plus instant expandability via docking
solutions. On the move, it means lightweight notebooks with
all-day battery life. And wherever they are, it means workers
can connect seamlessly without fear of interruptions—as if
they were sitting at an office desk.
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Embrace
Flexible
Planning
Budgets and long-term plans have both
been false friends in the recent past.
The question is, how much can you rely
on them in the future?

BEFORE

NOW

NEXT

Five-year business plans made sense

A one-year business plan seems
optimistic

A partner that can react as quickly
as you can

It’s difficult to predict even a
year ahead

A partner that helps you see
the future

New tools and efficiencies place far
more power in workers’ hands

A partner that can deliver all the
solutions you need

Most elements of business were
predictable, from sales volume to
skills required
Plans came from the top and were
adhered to (mostly)

“A five-year plan is dangerous,” says Labrador. It’s okay to have
a five-year plan, a one-year plan, whatever plan you want. But
the larger-picture plans leave out feedback loops and the
agility to change as we learn new things.

By 2023, 80% of enterprises will use
AI-assisted, cloud-linked governance
services to manage, optimize, and
secure dispersed resources/data.

On one occasion, Labrador says, her team spotted a
vulnerability in ATMs that were about to be rolled out in Mexico.
With no funds to cover this emergency work, the vulnerability
went unfixed. “So this was code that was introduced at two
o’clock in the morning, on a Saturday,” she explains. “By
2:05 a.m. [the bank] was taken for US$45 million.”
This speaks to a familiar problem: inflexible plans built on
tired, outdated principles. IT teams must keep battling
problems on their own, and are so busy fighting today’s fires
that they can’t see the incoming inferno.

IDC5
Budgeting is the other big issue. If IT departments budget on
an annual basis, where do you find the funds to respond to an
immediate need, to plug a just-discovered weakness?
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This was bad enough two years ago. With today’s distributed
workforce, and with the number of endpoints in need of
protection continuing to accelerate, IT teams need the support
of a partner that doesn’t just sell products but helps them
solve problems before they happen.
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Change Your Stance
There is no going “back to normal.” The world has shifted
from being predictable to being wholly uncertain. This is true
across all industries, all countries, and all aspects of our
working lives. Whether it be our awkward emergence from
the pandemic, supply chain difficulties, or environmental
challenges, no one knows what next year holds, never mind
the next five.
Forward-thinking companies must embrace this new era.
They must plan for this uncertainty with a flexible stance.
With the support of forward-thinking technology providers
such as HP, today’s challenges can be turned into
tomorrow’s opportunities.

How can HP help?
Be in the room from any room with HP Presence
Help ensure endpoints and data stay secure with
HP Wolf Security
Equip workers to thrive with HP Elite PCs and Ecosystems
Solve problems before they happen with HP Services
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