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y 2030, high-street banks will not only be storing our cash: they will also 
have become the trusted custodians of our personal data – that’s just one 
fascinating prediction made by global consultancy KPMG in a pair of future-
looking reports,1,2   that examine the potential impact of digital technology 
and data science on the retail banking market over the next decade.

The idea, argues KPMG, is that in a decade’s time retail banks will be earning 
much of their income via services they have developed through running 
machine learning analytics across our banking transaction data. And so it will 
make sense for them to secure, manage and distribute that data on our behalf, 

too. “Banks will manage your data like they do your financial assets,” says KPMG – making 
data a currency of sorts.  

The advantage of this? It would allow us to instruct our banks to securely share our data 
with any new service provider we choose – for example, when switching power or water 
utilities – and securely withdraw it from providers we no longer want to use. Customers 
could also choose to let the bank use their data in exchange for highly personalised 
services, or receive cash payments in exchange. “Consumers will understand the value  
of their data and demand a return,” predicts KPMG.
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EMERGING REGULATION: how will it 
combine with tech?
Whether or not this vision of banks as data guardians 
comes to pass, most commentators agree that by  
2030, banks will scarcely resemble those of today. A raft 
of new regulatory edicts – from those implementing 
frictionless open banking to Europe’s privacy-protective 
GDPR and emerging anti-money-laundering measures – 
are set to combine with a blizzard of connected, intelligent, 
emerging technologies in ways that will utterly transform 
the banking sector. 

These technologies include superfast wireless  
networks based on 5G and its evolved heirs, innovative 
payment systems based on the Internet of Things – think 
wearables and perhaps even hand implants that you swipe 
to make payments – plus innovative services hatched 
by data scientists using cloud- or edge-based artificial 
intelligence (AI). 

On top of all that, augmented reality systems have the 
potential to change the way we interact with our banks 
as more and more of today’s high-street branches are 
shuttered, while biometric authentication systems and 
blockchain-based distributed ledgers promise new ways to 
secure it all.  

BIG TECH: what will the big  
banks borrow?

One piece of emerging regulation makes the idea of banks 
as our data handlers more convincing: Europe’s GDPR lets 
people inspect, modify and delete data that organisations 
store about them – so offloading that data management 
process to a bank would appear to lend legs to the vision of banks as our permissioned 
personal data controllers. But given the massive corporate data breaches that regularly hit 
the headlines, are we ever really likely to trust banks to handle our personal data?

That is a question that needs turning on its head, says Luke Thomas, futurist in the CTO’s 
office at HP Inc. in Palo Alto, California. “It really depends on what you consider to be a 
bank,” he says.

Instead of banks mainly being the large incumbent institutions we know today, Thomas 
believes it is far more likely that the tech giants like Amazon, Google and Apple will, in 
the next four to five years, begin offering their own competitive portfolios of banking and 
payment services. 

“And these Big Tech ‘banks’ will have so much data on us, gleaned from so many 
touchpoints, that they will indeed be able to help us control our data and manage our 
money in much more efficient ways,” says Thomas – much as KPMG predicts. “I don’t 
mind sharing my information as long as I know how it is going to be used, especially if I get 
compensated for it. And with GDPR we’ll get opt-in options, creating a marketplace based 
on trust.” 

So banks might indeed end up managing our data, but Thomas predicts those that do so 
will probably look much more like Big Tech firms, or even the new breed of mainly internet-
based challenger banks, than the banks with high-street branches we’re familiar with.

“Banks will  
manage your data 
like they do your 
financial assets.” 
– KPMG
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SOCIAL MEDIA CURRENCY: will it kill banks?
Muddying the fiscal-future-gazing waters here, however, is a technological sword  
of Damocles that’s currently hanging over the world banking system: Facebook’s plans  
for a cryptocurrency of its own, called Libra, and based on a basket of fiat currencies. 
Facebook wants its 2.2 billion global users to use the currency as an on-platform  
means of distribution and exchange. But Libra might achieve a market-moving power  
that eclipses that of many nation states – and that has the world’s central banking 
authorities seriously alarmed.3 

“With 2.2 billion users, the moment Facebook gets its global regulatory approvals it will 
instantly become the biggest bank in the world. And the biggest financial institution in the 
world,” says Thomas. Crucially, he adds, controlling the currency gives Facebook instant 
visibility on what people are spending their money on, which some users could find “scary”.

Libra’s success depends in part on it gaining a critical mass of major league payment 
system partners – and it suffered several major reverses on that front, with Visa, Stripe, 
Mastercard, Ebay and PayPal pulling out.4 But it also depends on users not baulking at the 
privacy implications of banking via a social media platform. 

“Facebook users might decide that because their data is already exposed on the internet, 
and as they are getting a nice deal with Libra, they’ll go for it,” says Thomas. “And bear in 
mind that whilst privacy issues are a big thing in the west, people do not care much about 
it in emerging markets and Asia, our research shows. So Facebook could still become a big 
financial institution in those markets.”

“Big Tech ‘banks’ 
will have so much 
data on us, gleaned 
from so many 
touchpoints, that 
they will indeed 
be able to help us 
control our data and 
manage our money 
in much more 
efficient ways.”
– Luke Thomas, futurist in the  
CTO’s office at HP Inc.

Banking in 2030



Banking in 2030

PA G E  5 

SOCIAL BANKING: what will it mean?
Whatever Libra’s fate, banking by 2030 will get a whole lot more social with or without the 
participation of social media platforms, says Jared Dame, Director of AI and Data Science  
at HP Inc. 

“Banking a decade from now will be much more about forging a human connection. It will 
be about developing a relationship between the bank and you, the customer: the bank’s AI 
will really know you. They’ll know about your spending habits, your savings and credit lines. 
And it will ask you about that car you bought, that horse or that boat. It’ll even ask you how 
your partner and kids are doing,” he says.

While that might sound creepy and intrusive to us today, a decade hence Dame reckons 
interacting with a bank that curates a hyper-personalised experience will win out over any 
bank that offers little in the way of customer/bank interaction, which he believes will seem a 
hollow and “lonely” experience in comparison. When the bank’s IT systems are operating at 
millisecond speeds, giving you options based on accelerated machine learning, having that 
curated, human touch will be crucial, Dame believes. 

Thomas demurs over any pressing need for a human touch, however. The fact that so 
many physical bank branches are closing would appear to suggest we don’t crave a human 
interaction when it comes to our finances. And that also casts doubt on whether augmented 
or virtual reality (AR and VR) will be needed to provide an artificial experience with a 
humanoid chatbot. 

“You won’t want to wear heavy AR or VR headsets. You can do a lot of this stuff on your 
phone with a chatbot or virtual assistant. The fact that branches are closing down suggests 
people do not want that face-to-face interaction,” he says.

SECURITY: will blockchain and quantum 
save the day? 

What people do need, however, is nailed down security as banking 
IT systems push ever smarter AI-derived ideas at them using 
superfast 5G-based networks. Technologies such as blockchain-
based distributed ledgers will help secure transactions in the 
next decade, Thomas says, meaning they can’t be interfered 
with by either hackers or malware thanks to their ability to store 
unchangeable (“immutable”) data. 

In a blockchain, records are encrypted and then flattened 
into linked blocks, which forever constitute an ever-growing 
permanent transaction record. And hacking these is extremely 
difficult as an attacker has to wrest control of 51% of a network to 
have any chance of success. 

But there is one worrying cyberthreat in particular that’s brooding 
in the background as 2030 approaches: the quantum computer. 

This is a machine that would harness the properties of quantum 
particles to perform calculations exponentially faster than any 
classical digital computer. If such a machine were successfully 
made to work it could quickly break the public key cryptography 
currently used to protect e-commerce websites, banking 
transactions and communications. 

“With 2.2 billion 
users, the moment 
Facebook gets its 
global regulatory 
approvals it will 
instantly become 
the biggest bank in 
the world.”
– Luke Thomas, futurist in the CTO’s 
office at HP Inc.
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Although quantum computing is proving slow in coming to fruition, Google 
and NASA recently raised fears when they revealed5 that they had finally 
succeeded in getting a rudimentary quantum computer to perform a 
random number generation task in just 200 seconds – a feat that would 
have taken a classical computer 10,000 years. The work has not been 
verified or published, however, and in any case it does not perform the kind 
of mathematics that could break encryption. But it may one day – and, 
as a result, standards bodies such as NIST in the US are trying to develop 
encryption schemes that are safe from quantum busts.6 

“It is always good to differentiate between hype and reality. Yes, quantum 
computing could one day break some of the encryption we depend on – 
but we are many years away from it being mainstream,” says Thomas. 

Interestingly, he adds, there is no reason – other than the eye-watering 
costs entailed – that quantum computer-based calculations could not be 
used to defend a bank’s IT systems. 

“Quantum computing could provide us with strong cyber defences. It just 
depends how much you want to spend,” Thomas says.

“Banking a decade 
from now will be much 
more about forging a 
human connection.”  
– Jared Dame, Director of AI and Data 
Science at HP Inc.
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BANKING 2030: will ‘laggard’ business  
models fail?
Whatever form the technologies ultimately take, Jonathan Holt, Head 
of Financial Services at KPMG in the UK, believes that putting data at 
the heart of the matter presages a bright future for banking a decade 
hence: “Financial services will become vastly more interconnected and 
collaborative – and virtually frictionless. Data will fundamentally change 
the business of financial services and it will be at the heart of how financial 
services will make money in 2030.”

But Holt says getting there is not a given for all the players: banks stuck in 
last-century thinking with legacy IT technology need to wake up and smell 
the data. “Many financial services CEOs are not embracing the simple fact 
that their very business model will need to change. And fast.”

“Quantum computing 
could provide us with 
strong cyber defences. It 
just depends how much 
you want to spend.”
– Luke Thomas - Luke Thomas, futurist in the 
CTO’s office at HP Inc.
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How HP can help 

The financial services industry is being shaped  
by challenging new regulations, mounting digital competition 
and ever-more-demanding customers. This means banks 
especially need secure, high-performance and easily-managed 
hardware and software solutions if they are to compete, thrive 
and build customer trust in this testing, difficult environment. To 
meet these needs, HP has created an FSI portfolio that delivers 
solutions to support today’s priorities.
 
Security
HP business hardware, with built-in resilience, protects sensitive 
customer information and keeps critical anti-virus systems 
running – helping ensure strong security and assisting with 
regulatory requirements.

Speed
Our hardware supports the adoption of new technology. Z by HP 
workstations guarantee speed, processing power and storage 
capacity for data-rich, split-second insight capture and decision 
making, and are powerful enough to support AI and machine 
learning-enhanced processes at the edge.

Simplicity
High productivity is necessary in the modern banking 
environment. With flexible, mobile workspaces that make 
anytime, anyplace task completion possible, HP devices with 
built-in collaboration and conferencing modules, promote easy 
and highly secure remote working. HP Workflow solutions help 
streamline banking processes, like account opening, and  HP 
service led approaches like Managed Print Services and Device 
as a Service* ensure employees stay equipped with appropriate 
solutions, devices with simple set up and smooth upgrades, for 
maximum uptime.

*  HP DaaS plans and/or included components may vary by region or by Authorized HP DaaS Service Partner. Please contact your local HP Representative or Authorized DaaS Partner 
for specific details in your location. HP services are governed by the applicable HP terms and conditions of service provided or indicated to Customer at the time of purchase. 
Customer may have additional statutory rights according to applicable local laws, and such rights are not in any way affected by the HP terms and conditions of service or the HP 
Limited Warranty provided with your HP Product.
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