PARTNER DATA PROCESSING ADDENDUM
________________________________________________________________________________________
This Data Processing Addendum (“DPA”) and applicable Attachments apply to Personal Data by HP and/or
Partner (the “Parties”) that is processed in connection with the Services provided under the HP Partner
Agreement, HP Business Partner Terms or any similar agreement or terms between HP and a partner
(collectively known as “Partner Agreement”). This DPA does not apply where HP acts as a Data Processor
directly to the Customer and is instructed by the Customer to share Personal Data with Partner. Capitalized
terms not specifically defined herein shall have the meaning set out in the applicable Partner Agreement. In
the event of a conflict between the terms of the Partner Agreement as it relates to the processing of Personal
Data and this DPA, the DPA shall prevail.
1

DEFINITIONS

1.1

“Customer” means the end-user customer of HP Services;

1.2

“Data Controller” means the natural or legal person, public authority, agency or any other body which
alone or jointly with others determines the purposes and means of the processing of Personal Data;
where the purposes and means of processing are determined by applicable Data Protection and Privacy
Laws, the Data Controller or the criteria for the Data Controller’s nomination will be as designated by
applicable Data Protection and Privacy Laws;

1.3

“Data Processor” means any natural or legal person, public authority, agency or any other body which
processes Personal Data on behalf of a Data Controller or on the instruction of another Data Processor
acting on behalf of a Data Controller;

1.4

“Data Protection and Privacy Laws” means all current and future applicable laws and regulations relating
to the processing, security, protection, and retention of Personal Data and privacy that may exist in the
relevant jurisdictions, including, but not limited to, Directive 95/46/EC on the protection of individuals
with regard to the processing of personal data and on the free movement of such data, Directive
2002/58/EC concerning the processing of personal data and the protection of privacy in the electronic
communications sector, any national laws or regulations implementing the foregoing Directives, the
GDPR (when applicable), and any data protection laws of Norway, Iceland, Liechtenstein, Switzerland or
the UK (once the UK has ceased to be part of the EU) and any amendments to or replacements for such
laws and regulations;

1.5

“Data Subject” shall have the meaning assigned to the term “data subject” under applicable Data
Protection and Privacy Laws and shall include, at the minimum, any and all identified or identifiable
natural person to whom the Personal Data relates;

1.6

“EU” means the European Union and the countries which are members of that union collectively;

1.7

“European Country” means a member state of the EU, Norway, Iceland, Liechtenstein, Switzerland and
the UK, once the UK has ceased to be a member state of the EU;

1.8

“EU Standard Contractual Clauses (controllers)” means the EU standard contractual clauses for the
transfer of Personal Data to Data Controllers 2004/915/EC or it successor;

1.9

“EU Standard Contractual Clauses (processors)” means the EU standard contractual clauses for the
transfer of Personal Data to Data Processors 2010/87/EU or it successor;
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1.10 “EU-U.S. Privacy Shield” means the EU-U.S. Privacy Shield framework established by the U.S.
Department of Commerce and the European Commission as amended or replaced from time to time;
1.11 “GDPR” means the General Data Protection Regulation (EU) 2016/679 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data;
1.12 “HIPAA” means the U.S. federal Health Insurance Portability and Accountability Act of 1996, 42 U.S.C. §§
1320d – 1320d-8;
1.13 “Personal Data” means any information relating to an identified or identifiable living individual or as
otherwise defined by applicable Data Protection and Privacy Laws. An identifiable person is one who can
be identified, directly or indirectly, in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one or more factors specific to his physical,
physiological, genetic, mental, economic, cultural or social identity. For purposes of this DPA, Personal
Data may include data in which (i) either Party is the Data Controller and which is processed by the other
Party in the course of providing the Services under the Partner Agreement and/or; 2) a Customer is the
Data Controller and which is processed by either Party as a sub-processor to the other Party in the
course of providing the Services under the Partner Agreement. Personal Data also includes Protected
Health Information, which is specifically addressed in Section 3 of this DPA;
1.14 “Personal Data Incident” shall have the meaning assigned by applicable Data Protection and Privacy
Laws to the terms “security incident”, “security breach” or “personal data breach” but shall include any
situation in which HP and/or Partner becomes aware that Personal Data has been or is likely to have
been accessed, disclosed, altered, lost, destroyed or used by unauthorized persons, in an unauthorized
manner;
1.15 “Privacy Authority” means the relevant public authority with jurisdiction over privacy or data protection
matters;
1.16 “process”, “processes”, “processing” or “processed” means any operation or set of operations which is
performed upon Personal Data whether or not by automatic means, including, without limitation,
accessing, collecting, recording, organizing, structuring, retaining, storing, adapting or altering,
retrieving, consulting, using, disclosing by transmission, disseminating or otherwise making available,
aligning, combining, blocking, restricting, erasing and destroying Personal Data and any equivalent
definitions in applicable Data Protection and Privacy Laws to the extent that such definitions should
exceed this definition;
1.17 “Protected Health Information” or “PHI” shall have the same meaning as the term “Protected Health
Information” in HIPAA (45 CFR 160.103) and shall refer to PHI held or transmitted by a covered entity or
its business associate, in any form or media, whether electronic, paper, or oral;
1.18 “Relevant Country” means all countries other than those European Countries and other countries in
respect of which an adequacy finding under Article 25(6) of the European Data Protection Directive or
Article 45 of the GDPR;
1.19 “Services” means services, including products and support, provided by HP and/or Partner under the
Partner Agreement;
1.20 “Sub-processor” means any entity engaged by HP or Partner or by any other sub-processor of HP or
Partner who receives Personal Data for processing activities to be carried out on behalf of Customer;
and
1.21 “Swiss-U.S. Privacy Shield” means the Swiss-U.S. Privacy Shield framework established by the U.S.
Department of Commerce and Switzerland as amended or replaced from time to time.
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2
2.1

PROCESSING OF PERSONAL DATA
Scope & Compliance with Law
2.1.1

The categories of Data Subjects, types of Personal Data and purposes of processing are set out
in Attachment 1 of this DPA. Personal Data shall be processed for the duration of the Partner
Agreement (or longer to the extent required by applicable law).

2.1.2

Each Party shall:
2.1.2.1 be responsible for compliance with all applicable Data Protection and Privacy Laws
regarding the accuracy, quality and legality of Personal Data that is to be transferred to
and processed by the other Party in connection with the Services provided under the
Partner Agreement;
2.1.2.2 ensure that the instructions it provides to the other Party in relation to the processing of
Personal Data shall comply with all applicable Data Protection and Privacy Laws and
shall not put the other Party in breach of its obligations under applicable Data
Protection and Privacy Laws; and
2.1.2.3 act at its own risk and assume responsibility of any compliance deficits related to the
processing of Personal Data not expressly covered by the scope of this DPA or the
Partner Agreement.

2.1.3

2.2

Where the Parties disclose any Personal Data of their employees or where such Personal Data is
provided directly by the employee to the Parties, the Parties shall process that Personal Data in
accordance with their privacy policies and applicable Data Protection and Privacy Laws. Such
disclosures shall be made by the Parties only where lawful for the purposes of contract
management, service management or for the purposes of reasonable background screening
verification or security.

Data Processor Obligations
2.2.1

Notwithstanding anything to the contrary in the Partner Agreement, each Party, to the extent
that it is acting as a Data Processor to the other Party, shall:
2.2.1.1 only process Personal Data in accordance with documented instructions (which may be
specific or general in nature as set out in the Partner Agreement or as otherwise notified
by the Parties). Notwithstanding the foregoing, the Parties may process Personal Data
as required under applicable law. In this situation, each Party shall take reasonable
steps to inform the other Party of such a requirement before it processes the data,
unless the law prohibits this;
2.2.1.2 ensure only authorized personnel who have undergone the appropriate training in the
protection and handling of Personal Data and are bound to respect the confidentiality of
Personal Data shall have access to the same;
2.2.1.3 implement appropriate technical and organizational measures to protect against
unauthorized or unlawful destruction, loss, alteration, unauthorized disclosure of, or
access to Personal Data. These measures shall be appropriate to the harm which might
result from any unauthorized or unlawful processing, accidental loss, destruction,
damage or theft of Personal Data and having regard to the nature of the Personal Data;
2.2.1.4 without undue delay and to the extent permitted by law, notify the other Party of any
requests from Data Subjects seeking to exercise their rights under applicable Data

May 2018

3

Protection and Privacy Laws and, at the other Party’s written request and cost, taking
into account the nature of the processing, assist the other Party by implementing
appropriate technical and organizational measures, insofar as this is possible, to assist
with the other Party’s obligation to respond to such requests. To the extent that
Personal Data is not accessible to the other Party through the Services provided under
the Partner Agreement, each Party shall, where legally permitted and upon request by
the other, provide commercially reasonable efforts to assist the other Party in
responding to such requests if responses to such requests are required by the
applicable Data Protection and Privacy Laws;
2.2.1.5 upon written request by the other Party and taking into account the nature of
processing and the information available, provide reasonable assistance to the other
Party in connection with obligations under Articles 32 to 36 of the GDPR or equivalent
provisions under applicable Data Protection and Privacy Laws; and
2.2.1.6 upon written request, delete or return any such Personal Data after the end of the
provision of the Services, unless applicable law requires storage of the Personal Data.
2.3

2.4

Sub-Processing
2.3.1

Each Party, to the extent that it is acting as a Data Processor to the other Party, is authorized to
appoint affiliated and third-party Sub-processors (and permit each Sub-processor to appoint in
accordance with Clause 2.3.1) for the provision of Services under the Partner Agreement. The
Parties shall remain responsible for its Sub-processor's compliance with the obligations of this
DPA. The Parties shall ensure that any Sub-processors to whom Personal Data is transferred
enter into written agreements requiring that the Sub-processors abide by terms no less
protective than those set forth in this DPA.

2.3.2

The Parties may continue to use those Sub-processors already engaged as of the date of this
DPA.

2.3.3

Each Party, to the extent that it is acting as a Data Processor to the other Party can at any time
and without justification appoint a new Sub-processor provided that the other Party is given ten
(10) days' prior notice and the other Party does not legitimately object to such changes within
that timeframe. Legitimate objections must contain reasonable and documented grounds
relating to a Sub-processor's non-compliance with applicable Data Protection and Privacy Laws.
If, in the notifying Party’s reasonable opinion, such objections are legitimate, the notifying Party
shall refrain from using such Sub-processor in the context of the processing of Personal Data. In
such cases, the notifying Party shall use reasonable efforts to (i) make available a change in the
Services or (ii) recommend a change to the configuration or use of the Services to avoid the
processing of Personal Data by the objected-to Sub-processor. If the notifying Party is unable to
make available such change within a reasonable period of time, which shall not exceed ninety
(90) days, the objecting Party may, by providing written notice, terminate the Service which
cannot be provided by the notifying Party without the use of the objected-to Sub-processor by
providing written notice.

Personal Data Incidents
2.4.1
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Each Party, without undue delay, shall notify the other if it becomes aware of any Personal Data
Incident and take such steps as reasonably required to remedy the Personal Data Incident, to
assist in any investigation and to provide sufficient information to meet any obligations to report
the Personal Data Incident to the appropriate Privacy Authority and/or Data Subjects.
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2.5

International Transfers of Partner Personal Data
2.5.1

The Parties may transfer Personal Data outside the country from which it was originally
collected provided that such transfer is required in connection with the provision of Services
under the Partner Agreement and such transfers take place in accordance with applicable Data
Protection and Privacy Laws.

2.5.2

European Specific Provisions
2.5.2.1 To the extent that Personal Data is transferred to a Relevant Country, the transfer
mechanism(s) listed below shall apply, in the order of precedence as set forth in Clause
2.5.2.2, to any transfers of Personal Data from a European Country to a Relevant
Country in accordance with applicable Data Protection and Privacy Laws:
2.5.2.1.1 EU-U.S. Privacy Shield/Swiss-U.S. Privacy Shield: To the extent a Party is
certified, it shall remain certified and shall promptly notify the other Party if it
does not renew or loses the certifications, or amends the certifications so that
Personal Data processed to provide the Services under the Partner
Agreement is no longer within the scope of the certification.
2.5.2.1.2 EU Standard Contractual Clauses (processors): The EU Standard Contractual
Clauses (processors) (Attachment 2) are hereby incorporated in their entirety
into this DPA and, to the extent applicable, the Parties shall ensure that their
Sub-processors comply with the obligations of a data importer (as defined in
the EU Standard Contractual Clauses). To the extent there is any conflict
between this DPA and the EU Standard Contractual Clauses Contract, the
terms of the EU Standard Contractual Clauses shall prevail.
2.5.2.2 In the event that the Services provided in connection with the Partner Agreement are
covered by more than one transfer mechanism, the transfer of Personal Data will be
subject to a single transfer mechanism in accordance with the following order of
precedence: 1) EU-U.S. Privacy Shield/Swiss-U.S. Privacy Shield certification(s); and 2)
the EU Standard Contractual Clauses.
2.5.2.3 To the extent that the Parties act as Data Controllers in their own right, any transfers of
Personal Data from a European Country to a Relevant Country, must take place in
accordance with the EU Standard Contractual Clauses (controllers) (Attachment 3) which
is hereby incorporated in its entirety into this DPA.

2.6

Audits
2.6.1

Upon written request, each Party shall make available to the other all information necessary to
demonstrate compliance with the obligations set forth under applicable Data Protection and
Privacy Laws, provided that the Parties shall have no obligation to provide commercially
confidential information. On no more than an annual basis and at the requesting Party’s
expense, the Parties shall further allow for and contribute to audits and inspections by the other
or its authorized third-party auditor that not shall be a competitor of the audited Party. The
scope of any such audits, including conditions of confidentiality, shall be mutually agreed upon
by the Parties prior to initiation.

2.7

Liability

2.7.1

Liability arising out of or related to processing of Personal Data in accordance with this DPA
(whether in contract, tort or under any other theory of liability) is subject to any limitations of
liability provision(s) as set forth in the Partner Agreement.
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3

HANDLING OF U.S. PROTECTED HEALTH INFORMATION BY PARTNER
3.1

Scope & Compliance with Law

3.1.1

This section of the DPA shall only apply to Partners doing business in the U.S. and those outside
of the U.S. that are acting as a Business Associate, as defined by HIPAA.

3.1.2

HIPAA applies to the following two categories of individuals, organizations and agencies:
3.1.2.1 Covered Entity – shall have the same meaning as the term “Covered Entity” in 45 CFR
160.103 and refers to health care providers (e.g., doctors, hospitals, medical facilities,
dentists, pharmacies), health plans (e.g., health insurance companies, company health
plans, and government programs that pay for healthcare) and healthcare
clearinghouses, as those entities are defined in 45 CFR 160.103; and
3.1.2.2 Business Associate – shall have the same meaning as the term “Business Associate” in
45 CFR 160.103 and, as used in this DPA, refers to an entity that creates, maintains,
receives, or transmits PHI while providing Services to a Covered Entity and/or a Business
Associate.

3.1.3

Partner, when acting as a Business Associate, shall safeguard PHI that Partner creates, receives,
maintains, or transmits on behalf of a Covered Entity or Business Associate in accordance with
the requirements of HIPAA, as amended from time to time.

3.1.4

HIPAA requires that relationships between a Covered Entity and Business Associate must be
governed by a Business Associate Agreement (“BAA”). In addition, where a Business Associate
uses sub-contractors or partners in providing those Services, the obligations of the BAA must
flow down to the sub-contractors or partners. At HP, this flow-down BAA is called an
Agent/Subcontractor Agreement (“ASA”).

3.2

Obligations of HP Partner

3.2.1

Partners must understand the legal requirements when HP and Partners are providing Services
to Customers who are either Covered Entities or Business Associates, as well as HP’s
implementation of HIPAA as applied to its channel partner program.

3.2.2

Where HP or Partners sell Services to either Covered Entities or Business Associates and there is
access or potential access to PHI during delivery of the Services, the Partner shall, where
applicable:
3.2.2.1 ensure that HP’s pass-through BAA is executed with the Customer as part of the overall
HP terms that attach to the affected Services;
3.2.2.2 execute with HP an ASA that flows down the requirements included in HP’s passthrough BAA with the Customer (either Covered Entity or Business Associate); and
3.2.2.3 ensure that the appropriate ASAs have been executed with Partner’s sub-contractors.
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Attachment 1
Details of Processing
HP may periodically update this Attachment 1 to reflect changes in processing activities.
Categories of Data Subjects
Personal Data that may be processed by HP and/or Partner in connection with the provision of the Services
under the Partner Agreement may include relates to the following data subjects:
•

Customers

•

Customers’ employees, agents and subcontractors

•

HP & Partner employees

Types of Personal Data
The types of Personal Data that may be processed by HP and/or Partner in connection with the provision of
the Services under the Partner Agreement may include:
•

Contact data - such as name, phone number, email address and office address;

•

Security credentials data - such as passcodes, employee identification or badge number;

•

Product usage data – such as pages printed, print mode, media used, ink or toner brand, file type
printed (.pdf, .jpg, etc.), application used for printing (Word, Excel, Adobe Photoshop, etc.), file size,
time stamp, and usage and status of other printer supplies;

•

Performance Data – Printing events, features, and alerts used such as “Low on Ink” warnings, use of
photo cards, fax, scan, embedded web server, and additional technical information that varies by
product;

•

Device Data –information about the computer, printer and/or device such as operating system,
amount of memory, region, language, time zone, model number, first start date, age of device,
device manufacture date, browser version, computer manufacturer, connection port, warranty
status, unique device identifiers, advertising identifiers and additional technical information that
varies by product;

•

Application Data – information related to HP applications such as location, language, software
versions, data sharing choices and update details;

•

Personal certification and performance data; and

•

Other Personal Data provided by Data Subject when she/he interacts in-person, online or by phone
by the person, or mail with services centers, help desks or other customer support channels to
facilitate delivery of HP Services and to respond to Customer and/or Data Subject inquiries.

Processing activities
Personal Data processed in connection with the Partner Agreement shall be used by HP and/or Partner to
manage the relationship with and provide Services to the Customer. HP and/or Partner may process Customer
Personal Data to:
•

support sales activity including lead generation, tender pursuits, marketing and training;

•

deliver fleet management services such as Managed Print Services and Device as a Service;

•

maintain accurate contact and registration data to deliver comprehensive support and maintenance
services, including care-pack and extended warranty support and facilitating repairs and returns;

•

facilitate access to portals for ordering and completing orders for products or services, for the
purposes of administering accounts and arranging shipments and deliveries;

May 2018

7

•

improve the performance and operation of products, solutions, services and support, including
warranty support and timely firmware and software updates and alerts to ensure the continued
operation of the device or service;

•

provide administrative communications about the Services. Examples of administrative
communications may include responses to inquiries or requests, service completion or warrantyrelated communications, safety recall notifications, or applicable corporate updates related to
mergers, acquisitions or divestitures;

•

maintain the integrity and security of HP’s websites, products, features and services and preventing
and detecting security threats, fraud or other criminal or malicious activity that might compromise
personal data;

•

verify identities, including requesting the caller’s name and employee identification or badge number
for the delivery of HP’s remote maintenance services;

•

comply with applicable laws, regulations, court orders, government and law enforcement requests
and to protect employees and other customers and to resolve disputes; and

•

deliver a tailored experience, personalize the Services and communications and create
recommendations.
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Attachment 2

STANDARD CONTRACTUAL CLAUSES (processors)

These Standard Contractual Clauses are attached to and made part of the Data Protection Agreement (“DPA”)
between HP and Partner.
For the purposes of Article 26(2) of Directive 95/46/EC for the transfer of personal data to processors established
in third countries which do not ensure an adequate level of data protection
Data Exporter and Data Importer are as defined in Appendix 1
each a “party”; together “the parties”,
HAVE AGREED on the following Contractual Clauses (the Clauses) in order to adduce adequate safeguards with
respect to the protection of privacy and fundamental rights and freedoms of individuals for the transfer by the
data exporter to the data importer of the personal data specified in Appendix 1.
Clause 1

Definitions
For the purposes of the Clauses:
(a)

‘personal data’, ‘special categories of data’, ‘process/processing’, ‘controller’, ‘processor’, ‘data subject’ and
‘supervisory authority’ shall have the same meaning as in Directive 95/46/EC of the European
Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the
processing of personal data and on the free movement of such data 1;

(b)

‘the data exporter’ means the controller who transfers the personal data;

(c)

‘the data importer’ means the processor who agrees to receive from the data exporter personal data
intended for processing on his behalf after the transfer in accordance with his instructions and the terms
of the Clauses and who is not subject to a third country’s system ensuring adequate protection within the
meaning of Article 25(1) of Directive 95/46/EC;

(d)

‘the sub processor’ means any processor engaged by the data importer or by any other sub processor
of the data importer who agrees to receive from the data importer or from any other sub processor of
the data importer personal data exclusively intended for processing activities to be carried out on behalf
of the data exporter after the transfer in accordance with his instructions, the terms of the Clauses and
the terms of the written subcontract;

(e)

‘the applicable data protection law’ means the legislation protecting the fundamental rights and freedoms
of individuals and, in particular, their right to privacy with respect to the processing of personal data
applicable to a data controller in the Member State in which the data exporter is established;

(f)

‘technical and organisational security measures’ means those measures aimed at protecting personal
data against accidental or unlawful destruction or accidental loss, alteration, unauthorised disclosure or
access, in particular where the processing involves the transmission of data over a network, and against
all other unlawful forms of processing.

1

Parties may reproduce definitions and meanings contained in Directive 95/46/EC within this Clause if they considered it better for
the contract to stand alone.
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Clause 2

Details of the transfer
The details of the transfer and in particular the special categories of personal data where applicable are specified in
Appendix 1 which forms an integral part of the Clauses.
Clause 3

Third-party beneficiary clause
1.

The data subject can enforce against the data exporter this Clause, Clause 4(b) to (i), Clause 5(a) to (e),
and (g) to (j), Clause 6(1) and (2), Clause 7, Clause 8(2), and Clauses 9 to 12 as third-party beneficiary.

2.

The data subject can enforce against the data importer this Clause, Clause 5(a) to (e) and (g), Clause 6,
Clause 7, Clause 8(2), and Clauses 9 to 12, in cases where the data exporter has factually disappeared or
has ceased to exist in law unless any successor entity has assumed the entire legal obligations of the data
exporter by contract or by operation of law, as a result of which it takes on the rights and obligations of the
data exporter, in which case the data subject can enforce them against such entity.

3.

The data subject can enforce against the sub processor this Clause, Clause 5(a) to (e) and (g), Clause 6,
Clause 7, Clause 8(2), and Clauses 9 to 12, in cases where both the data exporter and the data importer
have factually disappeared or ceased to exist in law or have become insolvent, unless any successor entity
has assumed the entire legal obligations of the data exporter by contract or by operation of law as a result
of which it takes on the rights and obligations of the data exporter, in which case the data subject can
enforce them against such entity. Such third-party liability of the sub processor shall be limited to its own
processing operations under the Clauses.

4.

The parties do not object to a data subject being represented by an association or other body if the data
subject so expressly wishes and if permitted by national law.
Clause 4

Obligations of the data exporter
The data exporter agrees and warrants:
(a)

that the processing, including the transfer itself, of the personal data has been and will continue to be
carried out in accordance with the relevant provisions of the applicable data protection law (and, where
applicable, has been notified to the relevant authorities of the Member State where the data exporter is
established) and does not violate the relevant provisions of that State;

(b)

that it has instructed and throughout the duration of the personal data processing services will instruct
the data importer to process the personal data transferred only on the data exporter’s behalf and in
accordance with the applicable data protection law and the Clauses;

(c)

that the data importer will provide sufficient guarantees in respect of the technical and organisational
security measures specified in Appendix 2 to this contract;

(d)

that after assessment of the requirements of the applicable data protection law, the security measures
are appropriate to protect personal data against accidental or unlawful destruction or accidental loss,
alteration, unauthorised disclosure or access, in particular where the processing involves the transmission
of data over a network, and against all other unlawful forms of processing, and that these measures ensure
a level of security appropriate to the risks presented by the processing and the nature of the data to be
protected having regard to the state of the art and the cost of their implementation;

(e)

that it will ensure compliance with the security measures;

(f)

that, if the transfer involves special categories of data, the data subject has been informed or will be
informed before, or as soon as possible after, the transfer that its data could be transmitted to a third
country not providing adequate protection within the meaning of Directive 95/46/EC;
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(g)

to forward any notification received from the data importer or any sub processor pursuant to Clause 5(b)
and Clause 8(3) to the data protection supervisory authority if the data exporter decides to continue the
transfer or to lift the suspension;

(h)

to make available to the data subjects upon request a copy of the Clauses, with the exception of Appendix
2, and a summary description of the security measures, as well as a copy of any contract for sub
processing services which has to be made in accordance with the Clauses, unless the Clauses or the
contract contain commercial information, in which case it may remove such commercial information;

(i)

that, in the event of sub processing, the processing activity is carried out in accordance with Clause 11
by a sub processor providing at least the same level of protection for the personal data and the rights
of data subject as the data importer under the Clauses; and

(j)

that it will ensure compliance with Clause 4(a) to (i).
Clause 5

Obligations of the data importer 2
The data importer agrees and warrants:
(a)

to process the personal data only on behalf of the data exporter and in compliance with its instructions
and the Clauses; if it cannot provide such compliance for whatever reasons, it agrees to inform promptly
the data exporter of its inability to comply, in which case the data exporter is entitled to suspend the
transfer of data and/or terminate the contract;

(b)

that it has no reason to believe that the legislation applicable to it prevents it from fulfilling the
instructions received from the data exporter and its obligations under the contract and that in the event
of a change in this legislation which is likely to have a substantial adverse effect on the warranties and
obligations provided by the Clauses, it will promptly notify the change to the data exporter as soon as it
is aware, in which case the data exporter is entitled to suspend the transfer of data and/or terminate the
contract;

(c)

that it has implemented the technical and organisational security measures specified in Appendix 2
before processing the personal data transferred;

(d)

that it will promptly notify the data exporter about:
(i)

any legally binding request for disclosure of the personal data by a law enforcement authority
unless otherwise prohibited, such as a prohibition under criminal law to preserve the
confidentiality of a law enforcement investigation,

(ii)

any accidental or unauthorised access, and

(iii)

any request received directly from the data subjects without responding to that request, unless
it has been otherwise authorised to do so;

(e)

to deal promptly and properly with all inquiries from the data exporter relating to its processing of the
personal data subject to the transfer and to abide by the advice of the supervisory authority with regard
to the processing of the data transferred;

(f)

at the request of the data exporter to submit its data processing facilities for audit of the processing
activities covered by the Clauses which shall be carried out by the data exporter or an inspection body
composed of independent members and in possession of the required professional qualifications bound

2

Mandatory requirements of the national legislation applicable to the data importer which do not go beyond what is necessary in a
democratic society on the basis of one of the interests listed in Article 13(1) of Directive 95/46/EC, that is, if they constitute a
necessary measure to safeguard national security, defense, public security, the prevention, investigation, detection and
prosecution of criminal offences or of breaches of ethics for the regulated professions, an important economic or financial interest
of the State or the protection of the data subject or the rights and freedoms of others, are not in contradiction with the standard
contractual clauses. Some examples of such mandatory requirements which do not go beyond what is necessary in a democratic
society are, inter alia, internationally recognized sanctions, tax-reporting requirements or anti-money-laundering reporting
requirements.
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by a duty of confidentiality, selected by the data exporter, where applicable, in agreement with the
supervisory authority;
(g)

to make available to the data subject upon request a copy of the Clauses, or any existing contract for sub
processing, unless the Clauses or contract contain commercial information, in which case it may remove
such commercial information, with the exception of Appendix 2 which shall be replaced by a summary
description of the security measures in those cases where the data subject is unable to obtain a copy
from the data exporter;

(h)

that, in the event of sub processing, it has previously informed the data exporter and obtained its prior
written consent;

(i)

that the processing services by the sub processor will be carried out in accordance with Clause 11;

(j)

to send promptly a copy of any sub processor agreement it concludes under the Clauses to the data
exporter.
Clause 6

Liability
1.

The parties agree that any data subject, who has suffered damage as a result of any breach of the
obligations referred to in Clause 3 or in Clause 11 by any party or sub processor is entitled to receive
compensation from the data exporter for the damage suffered.

2.

If a data subject is not able to bring a claim for compensation in accordance with paragraph 1 against the
data exporter, arising out of a breach by the data importer or his sub processor of any of their obligations
referred to in Clause 3 or in Clause 11, because the data exporter has factually disappeared or ceased to
exist in law or has become insolvent, the data importer agrees that the data subject may issue a claim
against the data importer as if it were the data exporter, unless any successor entity has assumed the
entire legal obligations of the data exporter by contract of by operation of law, in which case the data subject
can enforce its rights against such entity.
The data importer may not rely on a breach by a sub processor of its obligations in order to avoid its
own liabilities.

3.

If a data subject is not able to bring a claim against the data exporter or the data importer referred to in
paragraphs 1 and 2, arising out of a breach by the sub processor of any of their obligations referred to in
Clause 3 or in Clause 11 because both the data exporter and the data importer have factually disappeared
or ceased to exist in law or have become insolvent, the sub processor agrees that the data subject may
issue a claim against the data sub processor with regard to its own processing operations under the
Clauses as if it were the data exporter or the data importer, unless any successor entity has assumed the
entire legal obligations of the data exporter or data importer by contract or by operation of law, in which
case the data subject can enforce its rights against such entity. The liability of the sub processor shall be
limited to its own processing operations under the Clauses.
Clause 7

Mediation and jurisdiction
1.

2.

The data importer agrees that if the data subject invokes against it third-party beneficiary rights and/or
claims compensation for damages under the Clauses, the data importer will accept the decision of the
data subject:
(a)

to refer the dispute to mediation, by an independent person or, where applicable, by the
supervisory authority;

(b)

to refer the dispute to the courts in the Member State in which the data exporter is established.

The parties agree that the choice made by the data subject will not prejudice its substantive or procedural
rights to seek remedies in accordance with other provisions of national or international law.
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Clause 8

Cooperation with supervisory authorities
1.

The data exporter agrees to deposit a copy of this contract with the supervisory authority if it so
requests or if such deposit is required under the applicable data protection law.

2.

The parties agree that the supervisory authority has the right to conduct an audit of the data importer, and
of any sub processor, which has the same scope and is subject to the same conditions as would apply to
an audit of the data exporter under the applicable data protection law.

3.

The data importer shall promptly inform the data exporter about the existence of legislation applicable
to it or any sub processor preventing the conduct of an audit of the data importer, or any sub processor,
pursuant to paragraph 2. In such a case the data exporter shall be entitled to take the measures
foreseen in Clause 5 (b).
Clause 9

Governing Law
The Clauses shall be governed by the law of the Member State in which the data exporter is established
Clause 10

Variation of the contract
The parties undertake not to vary or modify the Clauses. This does not preclude the parties from adding clauses
on business related issues where required as long as they do not contradict the Clause.
Clause 11

Sub-processing
1.

The data importer shall not subcontract any of its processing operations performed on behalf of the
data exporter under the Clauses without the prior written consent of the data exporter. Where the data
importer subcontracts its obligations under the Clauses, with the consent of the data exporter, it shall
do so only by way of a written agreement with the sub processor which imposes the same obligations
on the sub processor as are imposed on the data importer under the Clauses3. Where the sub processor
fails to fulfil its data protection obligations under such written agreement the data importer shall remain
fully liable to the data exporter for the performance of the sub processor’s obligations under such
agreement.

2.

The prior written contract between the data importer and the sub processor shall also provide for a
third-party beneficiary clause as laid down in Clause 3 for cases where the data subject is not able to
bring the claim for compensation referred to in paragraph 1 of Clause 6 against the data exporter or the
data importer because they have factually disappeared or have ceased to exist in law or have become
insolvent and no successor entity has assumed the entire legal obligations of the data exporter or data
importer by contract or by operation of law. Such third-party liability of the sub processor shall be limited
to its own processing operations under the Clauses.

3.

The provisions relating to data protection aspects for sub processing of the contract referred to in
paragraph 1 shall be governed by the law of the Member State in which the data exporter is established

4.

The data exporter shall keep a list of sub processing agreements concluded under the Clauses and notified
by the data importer pursuant to Clause 5 (j), which shall be updated at least once a year. The list shall be
available to the data exporter’s data protection supervisory authority.

3

This requirement may be satisfied by the sub-processor co-signing the contract entered into between the data exporter and the
data importer under this Decision.
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Clause 12

Obligation after the termination of personal data processing services
1.

The parties agree that on the termination of the provision of data processing services, the data importer
and the sub processor shall, at the choice of the data exporter, return all the personal data transferred
and the copies thereof to the data exporter or shall destroy all the personal data and certify to the data
exporter that it has done so, unless legislation imposed upon the data importer prevents it from
returning or destroying all or part of the personal data transferred. In that case, the data importer
warrants that it will guarantee the confidentiality of the personal data transferred and will not actively
process the personal data transferred anymore.

2.

The data importer and the sub processor warrant that upon request of the data exporter and/or of the
supervisory authority, it will submit its data processing facilities for an audit of the measures referred
to in paragraph 1.
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APPENDIX 1 TO THE STANDARD CONTRACTUAL CLAUSES
These Standard Contractual Clauses (processors) are attached to and made part of the Data Protection
Agreement (“DPA”) between HP and Partner. This Appendix forms part of the Clauses. The Member States
may complete or specify, according to their national procedures, any additional necessary information to
be contained in this Appendix.
Data exporter
The data exporter is (please specify briefly your activities relevant to the transfer):
The data exporter will be the legal entity that has executed the Partner Agreement and all affiliates of Partner
established within a European Country that are engaged in providing Services in accordance with the Partner
Agreement.
Data importer
The data importer is (please specify briefly activities relevant to the transfer):
HP Inc. (1501 Page Mill Road, Palo Alto, CA 94304) together with all its majority owned and controlled
subsidiaries irrespective of jurisdiction of incorporation or operation (“HP Group”) as providers of the Services
set forth in the applicable Partner Agreement.
Data subjects
The personal data transferred concern the following categories of data subjects (please specify):
See Attachment 1.
Categories of data
The personal data transferred concern the following categories of data (please specify):
See Attachment 1.
Special categories of data (if appropriate)
The personal data transferred concern the following special categories of data (please specify):
See Attachment 1.
Processing operations
The personal data transferred will be subject to the following basic processing activities (please specify):
See Attachment 1.
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APPENDIX 2 TO THE STANDARD CONTRACTUAL CLAUSES
These Standard Contractual Clauses (processors) are attached to and made part of the Data Protection
Agreement (“DPA”) between HP and Partner. This Appendix forms part of the Clauses.
Description of the technical and organizational security measures implemented by the data importer in
accordance with Clauses 4(d) and 5(c) (or document/legislation attached):
Data importer will maintain administrative, physical and technical safeguards for protection, security and
confidentiality of Personal Data processed in connection with the provision of Services provided under the
applicable Partner Agreement. The specific safeguards may vary depending on the nature of the Services
provided under the Partner Agreement.
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Attachment 3

STANDARD CONTRACTUAL CLAUSES (controllers)
These Standard Contractual Clauses (processors) are attached to and made part of the Data Protection
Agreement (“DPA”) between HP and Partner.

Definitions
For the purposes of the clauses:
a) “personal data”, “special categories of data/sensitive data”, “process/processing”, “controller”,
“processor”, “data subject” and “supervisory authority/authority” shall have the same meaning as in
Directive 95/46/EC of 24 October 1995 (whereby “the authority” shall mean the competent data
protection authority in the territory in which the data exporter is established);
b) “the data exporter” shall mean the controller who transfers the personal data;
c) “the data importer” shall mean the controller who agrees to receive from the data exporter personal
data for further processing in accordance with the terms of these clauses and who is not subject to
a third country’s system ensuring adequate protection;
d) “clauses” shall mean these contractual clauses, which are a free-standing document that does not
incorporate commercial business terms established by the parties under separate commercial
arrangements.
The details of the transfer (as well as the personal data covered) are specified in Annex B, which forms an
integral part of the clauses.
I.

Obligations of the data exporter

The data exporter warrants and undertakes that:
a) The personal data have been collected, processed and transferred in accordance with the laws
applicable to the data exporter.
b) It has used reasonable efforts to determine that the data importer is able to satisfy its legal
obligations under these clauses.
c) It will provide the data importer, when so requested, with copies of relevant data protection laws or
references to them (where relevant, and not including legal advice) of the country in which the data
exporter is established.
d) It will respond to enquiries from data subjects and the authority concerning processing of the
personal data by the data importer, unless the parties have agreed that the data importer will so
respond, in which case the data exporter will still respond to the extent reasonably possible and with
the information reasonably available to it if the data importer is unwilling or unable to respond.
Responses will be made within a reasonable time.
e) It will make available, upon request, a copy of the clauses to data subjects who are third party
beneficiaries under clause III, unless the clauses contain confidential information, in which case it
may remove such information. Where information is removed, the data exporter shall inform data
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subjects in writing of the reason for removal and of their right to draw the removal to the attention
of the authority. However, the data exporter shall abide by a decision of the authority regarding
access to the full text of the clauses by data subjects, as long as data subjects have agreed to respect
the confidentiality of the confidential information removed. The data exporter shall also provide a
copy of the clauses to the authority where required.
II.

Obligations of the data importer

The data importer warrants and undertakes that:
a) It will have in place appropriate technical and organisational measures to protect the personal data
against accidental or unlawful destruction or accidental loss, alteration, unauthorised disclosure or
access, and which provide a level of security appropriate to the risk represented by the processing
and the nature of the data to be protected.
b) It will have in place procedures so that any third party it authorises to have access to the personal
data, including processors, will respect and maintain the confidentiality and security of the personal
data. Any person acting under the authority of the data importer, including a data processor, shall be
obligated to process the personal data only on instructions from the data importer. This provision
does not apply to persons authorised or required by law or regulation to have access to the personal
data.
c) It has no reason to believe, at the time of entering into these clauses, in the existence of any local
laws that would have a substantial adverse effect on the guarantees provided for under these
clauses, and it will inform the data exporter (which will pass such notification on to the authority
where required) if it becomes aware of any such laws.
d) It will process the personal data for purposes described in Annex B, and has the legal authority to
give the warranties and fulfil the undertakings set out in these clauses.
e) It will identify to the data exporter a contact point within its organisation authorised to respond to
enquiries concerning processing of the personal data, and will cooperate in good faith with the data
exporter, the data subject and the authority concerning all such enquiries within a reasonable time.
In case of legal dissolution of the data exporter, or if the parties have so agreed, the data importer
will assume responsibility for compliance with the provisions of clause I(e).
f)

At the request of the data exporter, it will provide the data exporter with evidence of financial
resources sufficient to fulfil its responsibilities under clause III (which may include insurance
coverage).

g) Upon reasonable request of the data exporter, it will submit its data processing facilities, data files
and documentation needed for processing to reviewing, auditing and/or certifying by the data
exporter (or any independent or impartial inspection agents or auditors, selected by the data
exporter and not reasonably objected to by the data importer) to ascertain compliance with the
warranties and undertakings in these clauses, with reasonable notice and during regular business
hours. The request will be subject to any necessary consent or approval from a regulatory or
supervisory authority within the country of the data importer, which consent or approval the data
importer will attempt to obtain in a timely fashion.
h) It will process the personal data, at its option, in accordance with:
i.

the data protection laws of the country in which the data exporter is established, or
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i)

III.

ii.

the relevant provisions 4 of any Commission decision pursuant to Article 25(6) of Directive
95/46/EC, where the data importer complies with the relevant provisions of such an
authorisation or decision and is based in a country to which such an authorisation or decision
pertains, but is not covered by such authorisation or decision for the purposes of the
transfer(s) of the personal data 5, or

iii.

the data processing principles set forth in Annex A.

It will not disclose or transfer the personal data to a third party data controller located outside the
European Economic Area (EEA) unless it notifies the data exporter about the transfer and
i.

the third party data controller processes the personal data in accordance with a Commission
decision finding that a third country provides adequate protection, or

ii.

the third party data controller becomes a signatory to these clauses or another data transfer
agreement approved by a competent authority in the EU, or

iii.

data subjects have been given the opportunity to object, after having been informed of the
purposes of the transfer, the categories of recipients and the fact that the countries to which
data is exported may have different data protection standards, or

iv.

with regard to onward transfers of sensitive data, data subjects have given their
unambiguous consent to the onward transfer

Liability and third party rights
a) Each party shall be liable to the other parties for damages it causes by any breach of these clauses.
Liability as between the parties is limited to actual damage suffered. Punitive damages (i.e. damages
intended to punish a party for its outrageous conduct) are specifically excluded. Each party shall be
liable to data subjects for damages it causes by any breach of third party rights under these clauses.
This does not affect the liability of the data exporter under its data protection law.
b) The parties agree that a data subject shall have the right to enforce as a third party beneficiary this
clause and clauses I(b), I(d), I(e), II(a), II(c), II(d), II(e), II(h), II(i), III(a), V, VI(d) and VII against the data
importer or the data exporter, for their respective breach of their contractual obligations, with regard
to his personal data, and accept jurisdiction for this purpose in the data exporter’s country of
establishment. In cases involving allegations of breach by the data importer, the data subject must
first request the data exporter to take appropriate action to enforce his rights against the data
importer; if the data exporter does not take such action within a reasonable period (which under
normal circumstances would be one month), the data subject may then enforce his rights against
the data importer directly. A data subject is entitled to proceed directly against a data exporter that
has failed to use reasonable efforts to determine that the data importer is able to satisfy its legal
obligations under these clauses (the data exporter shall have the burden to prove that it took
reasonable efforts).

IV.

Law applicable to the clauses

These clauses shall be governed by the law of the country in which the data exporter is established, with
the exception of the laws and regulations relating to processing of the personal data by the data importer
under clause II(h), which shall apply only if so selected by the data importer under that clause.

4 “Relevant provisions” means those provisions of any authorisation or decision except for the enforcement provisions of any
authorisation or decision (which shall be governed by these clauses).
5 However, the provisions of Annex A.5 concerning rights of access, rectification, deletion and objection must be applied when this
option is chosen and take precedence over any comparable provisions of the Commission Decision selected.
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V.

Resolution of disputes with data subjects or the authority
a) In the event of a dispute or claim brought by a data subject or the authority concerning the processing
of the personal data against either or both of the parties, the parties will inform each other about
any such disputes or claims, and will cooperate with a view to settling them amicably in a timely
fashion.
b) The parties agree to respond to any generally available non-binding mediation procedure initiated
by a data subject or by the authority. If they do participate in the proceedings, the parties may elect
to do so remotely (such as by telephone or other electronic means). The parties also agree to
consider participating in any other arbitration, mediation or other dispute resolution proceedings
developed for data protection disputes.
c) Each party shall abide by a decision of a competent court of the data exporter’s country of
establishment or of the authority which is final and against which no further appeal is possible.

VI.

Termination
a) In the event that the data importer is in breach of its obligations under these clauses, then the data
exporter may temporarily suspend the transfer of personal data to the data importer until the breach
is repaired or the contract is terminated.
b) In the event that:
i.

the transfer of personal data to the data importer has been temporarily suspended by the
data exporter for longer than one month pursuant to paragraph (a);

ii.

compliance by the data importer with these clauses would put it in breach of its legal or
regulatory obligations in the country of import;

iii.

the data importer is in substantial or persistent breach of any warranties or undertakings
given by it under these clauses;

iv.

a final decision against which no further appeal is possible of a competent court of the data
exporter’s country of establishment or of the authority rules that there has been a breach
of the clauses by the data importer or the data exporter; or

v.

a petition is presented for the administration or winding up of the data importer, whether in
its personal or business capacity, which petition is not dismissed within the applicable period
for such dismissal under applicable law; a winding up order is made; a receiver is appointed
over any of its assets; a trustee in bankruptcy is appointed, if the data importer is an
individual; a company voluntary arrangement is commenced by it; or any equivalent event
in any jurisdiction occurs

then the data exporter, without prejudice to any other rights which it may have against the data
importer, shall be entitled to terminate these clauses, in which case the authority shall be informed
where required. In cases covered by (i), (ii), or (iv) above the data importer may also terminate these
clauses.
c) Either party may terminate these clauses if (i) any Commission positive adequacy decision under
Article 25(6) of Directive 95/46/EC (or any superseding text) is issued in relation to the country (or a
sector thereof) to which the data is transferred and processed by the data importer, or (ii) Directive
95/46/EC (or any superseding text) becomes directly applicable in such country.
d) The parties agree that the termination of these clauses at any time, in any circumstances and for
whatever reason (except for termination under clause VI(c)) does not exempt them from the
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obligations and/or conditions under the clauses as regards the processing of the personal data
transferred.
VII.

Variation of these clauses

The parties may not modify these clauses except to update any information in Annex B, in which case they
will inform the authority where required. This does not preclude the parties from adding additional
commercial clauses where required.
VIII.

Description of the Transfer

The details of the transfer and of the personal data are specified in Annex B. The parties agree that Annex B
may contain confidential business information which they will not disclose to third parties, except as
required by law or in response to a competent regulatory or government agency, or as required under
clause I(e). The parties may execute additional annexes to cover additional transfers, which will be
submitted to the authority where required. Annex B may, in the alternative, be drafted to cover multiple
transfers.
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ANNEX A
DATA PROCESSING PRINCIPLES
1. Purpose limitation: Personal data may be processed and subsequently used or further communicated
only for purposes described in Annex B or subsequently authorised by the data subject.
2. Data quality and proportionality: Personal data must be accurate and, where necessary, kept up to date.
The personal data must be adequate, relevant and not excessive in relation to the purposes for which
they are transferred and further processed.
3. Transparency: Data subjects must be provided with information necessary to ensure fair processing
(such as information about the purposes of processing and about the transfer), unless such information
has already been given by the data exporter.
4. Security and confidentiality: Technical and organisational security measures must be taken by the data
controller that are appropriate to the risks, such as against accidental or unlawful destruction or
accidental loss, alteration, unauthorised disclosure or access, presented by the processing. Any person
acting under the authority of the data controller, including a processor, must not process the data except
on instructions from the data controller.
5. Rights of access, rectification, deletion and objection: As provided in Article 12 of Directive 95/46/EC, data
subjects must, whether directly or via a third party, be provided with the personal information about
them that an organisation holds, except for requests which are manifestly abusive, based on
unreasonable intervals or their number or repetitive or systematic nature, or for which access need not
be granted under the law of the country of the data exporter. Provided that the authority has given its
prior approval, access need also not be granted when doing so would be likely to seriously harm the
interests of the data importer or other organisations dealing with the data importer and such interests
are not overridden by the interests for fundamental rights and freedoms of the data subject. The sources
of the personal data need not be identified when this is not possible by reasonable efforts, or where the
rights of persons other than the individual would be violated. Data subjects must be able to have the
personal information about them rectified, amended, or deleted where it is inaccurate or processed
against these principles. If there are compelling grounds to doubt the legitimacy of the request, the
organisation may require further justifications before proceeding to rectification, amendment or
deletion. Notification of any rectification, amendment or deletion to third parties to whom the data have
been disclosed need not be made when this involves a disproportionate effort. A data subject must also
be able to object to the processing of the personal data relating to him if there are compelling legitimate
grounds relating to his particular situation. The burden of proof for any refusal rests on the data importer,
and the data subject may always challenge a refusal before the authority.
6. Sensitive data: The data importer shall take such additional measures (e.g. relating to security) as are
necessary to protect such sensitive data in accordance with its obligations under clause II.
7. Data used for marketing purposes: Where data are processed for the purposes of direct marketing,
effective procedures should exist allowing the data subject at any time to “opt-out” from having his data
used for such purposes.
8. Automated decisions: For purposes hereof “automated decision” shall mean a decision by the data
exporter or the data importer which produces legal effects concerning a data subject or significantly
affects a data subject and which is based solely on automated processing of personal data intended to
evaluate certain personal aspects relating to him, such as his performance at work, creditworthiness,
reliability, conduct, etc. The data importer shall not make any automated decisions concerning data
subjects, except when:
a)

i.

such decisions are made by the data importer in entering into or performing a contract
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with the data subject, and
ii.

the data subject is given an opportunity to discuss the results of a relevant automated
decision with a representative of the parties making such decision or otherwise to make
representations to that parties.

or
b)

where otherwise provided by the law of the data exporter.

23

ANNEX B
DESCRIPTION OF THE TRANSFER
Data subjects
The personal data transferred concern the following categories of data subjects (please specify):
See Attachment 1.
Purposes of the transfer(s)
The transfer is made for the following purposes:
See Attachment 1.
Categories of data
The personal data transferred concern the following categories of data (please specify):
See Attachment 1.
Recipients
The personal data transferred may be disclosed only to the following recipients or categories of recipients:
HP and/or Partner personnel that are authorized to receive and process such personal data for purposes of
providing Services under the Partner Agreement.
Sensitive data (if appropriate)
The personal data transferred concern the following categories of sensitive data:
See Attachment 1.
Data protection registration information of data exporter (where applicable)
The data exporter is (please specify briefly your activities relevant to the transfer):
The data exporter will be the legal entity that has executed the Partner Agreement and all affiliates of Partner
established within a European Country that are engaged in providing Services in accordance with the Partner
Agreement.
Additional useful information (storage limits and other relevant information)
See Attachment 1.
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